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Standards  
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The need for standards 

Computer-based systems (generically referred to as programmable 
electronic systems) are being used in all application sectors to 
perform non-safety functions and, increasingly, to perform safety 
functions.  

 

Safety critical systems: 

 we need a safety culture, but safety culture is not enough 

 

Standards enforce rules of conduct; documentation must be open to 
external inspection and audit 

 

We need standards, but good standard can still lead to a bad system; 
were all the processes followed? Were the staff trained and 
motivated? Was there a sufficient budget and managerial support? 
………………… 
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Safety cannot rely on testing 
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Functional safety 

Functional safety is a concept applicable across all industry sectors. It is 
fundamental to the enabling of complex technology used for safety-related 
systems.  

 

It provides the assurance that the safety-related systems will offer the necessary 
risk reduction required to achieve safety for the equipment.  

 

 

International Standard Organization (ISO)  has formed joint committees  

with the International Electrotechnical Commission (IEC) to develop 

 standards and terminology in the areas of electrical, electronic  

and related technologies  
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IEC 61508:  
Functional Safety of Electrical/Electronic/Programmable 
Electronic Safety-related Systems (E/E/PE, or E/E/PES) 
an international standard of rules for programmable systems  

applied in industry 

 

Functional safety is part of the overall safety that depends on a system or 

equipment operating correctly in  response to its inputs 

 

The standard covers safety related systems when one or more of such 

systems incorporate E/E/PE devices  

 

The standard specifically covers possible hazards created when failures of the 

safety functions performed by E/E/PE safety related systems occur  

The IEC 61508 

All IEC International Standards in the IEC 61508 series were  
developed by IEC SC (Subcommittee) 65 A: Industrial-process  
measurement, control and automation - Systems aspects. 
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The standard covers the complete safety life cycle, and may 
need interpretation to develop sector specific 
standards. It has its origins in the process control 
industry. 

 

The safety life cycle has 16 phases which roughly can be 
divided into three groups as follows: 

 - Phases 1-5 address analysis  

 - Phases 6-13 address realisation  

 - Phases 14-16 address operation.  

 

All phases are concerned with the safety function of the 
system. 

The IEC 61508 
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The standard has seven parts: 

 

Parts 1-3 contain the requirements of the standard (normative)  

 IEC 61508-1: General requirements  

 IEC 61508-2: Requirements for E/E/EP safety related systems (hardware) 

 IEC 61508-3: Software requirements 

 

Parts 4-7 are guidelines and examples for development and thus informative. 

 IEC 61508-4: Definitions and abbreviatios 

 IEC 61508-5: Methods for determining safety integrity levels 

 IEC 61508-6: Guidelines for the application of 1 and 2 

 IEC 61508-7: Techniques and measures 

 

  

The IEC 61508 
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The IEC 61508 
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Central to the standard are the concepts of  

  safety life cycle, risk and safety functions,  safety integrity levels 

 

The safety life cycle is defined as an engineering process that includes 
all the steps necessary to achieve required functional safety  
 

The risk is a function of frequency (or likelihood) of the hazardous  
event and the event consequence severity.  

 

Safety integrity levels are introduced for specifying the target level of  
safety functions to be implemented by E/E/PE safety-related systems 

The IEC 61508 
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Safety lifecycle  

The figure shows only those phases that are within the realisation  phase 
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IEC 61508 has the following views on risks: 

 - Zero risk can never be reached  

 - Safety must be considered from the beginning 

 - Non-tolerable risks must be reduced 

 

We must understand the risks; reduce unacceptable risks; and 
demonstarte this reduction. 

 

High level of documentation.  

Risks and Risk reduction 
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The standard requires that hazard and risk assessment should be carried out:  

 

'The EUC (equipment under control) risk shall be evaluated, or estimated, for 

each determined hazardous event'.  

 

 

Hazard and Risk Analysis 
 

Analysis of hazards:  

framework based on 6 categories of occurrence and 4 of consequence, 

combined into a risk class matrix. 
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Frequency 

Consequences 

Hazard and Risk Analysis 
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Risk class matrix  

Class I: Intolerable in any circumstance;  

Class II: Undesirable and tolerable only if risk reduction is impracticable  

              or if the costs are grossly disproportionate to the improvement gained;  

Class III: Tolerable if the cost of risk reduction would exceed the improvement;  

Class IV: Negligible (acceptable as it stands, though it may need to be monitored).  

Hazard and Risk Analysis 
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EUC risk = risk araising from Equipment Under Control  or from its 

interaction with the EUC control system  

  

 

Risk = hazard Frequency x Consequences 

 

Risk reduction: in the hazard and risk analysis, hazardous events 

are identified and the necessary risk reduction for these events 

determined. 

 

 

 

Tolerable risk:  risk which is accepted in context based  

    on the current values of society 

Hazard and Risk Analysis 
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Determining Risk Reduction 
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Tools to evalaute risks 
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Safety integrity level - SIL 

Safety Integrity: probability of safety related system satisfactorily 
performing the required safety functions under all the stated 
conditions within a stated period of time. 

 

SIL: discrete level for specifying the safety integrity requirements 

 

IEC 61508 standard:  four SILs are defined, with SIL 4 being the most 
dependable and SIL 1 being the least.  

 

The requirements for a given SIL are not consistent among all of the 
functional safety standards.  

 

A SIL is determined based on a number of quantitative factors in 
combination with qualitative factors such as development process and 
safety life cycle management.  
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For continuous operation 

Safety integrity level - SIL 

For on demand operation  
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Certification schemes are used to establish whether a device meets a 
particular SIL. 

 

The requirements of these schemes can be met either by establishing a rigorous 
development process, or by establishing that the device has sufficient 
operating history to argue that it has been proven in use. 

Safety integrity level - SIL 
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Table 3 
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Automotive application field 

 ISO/DIS 26262: Road vehicles – Functional safety 

 adaptation of IEC 61508 specific to the application sector of electrical and 
electronic systems in the road vehicle industry  

 

Railways application field 
CENELEC EN 50128: Railway applications — Software for railway control 
and protection systems 

 developed by the European Committee for Electrotechnical Standardization 
(CENELEC), is part of a series of standards that represent the railway 
application-specific interpretation of the IEC 61508 standard series 

  

Airborne Application Field  
RTCA/DO-254  

 formally recognized by the Federal Aviation Agency (FDA) in 2005 as a 
means of compliance for the design of complex electronic hardware in 
airborne systems. Published by RTCA (Radio Technical Commission for 
Aeronautics ) 

Sector specific standards 
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Process industries 

The process industry sector includes many types of manufacturing processes,  

such as refineries, petrochemical, chemical, pharmaceutical, pulp and paper, 

 and power.  

IEC 61511 is a technical standard which sets out practices in the  

engineering of systems that ensure the safety of an industrial process through 

 the use of instrumentation. 

 

 Machinery 

IEC 62061 is the machinery-specific implementation of IEC 61508.  

It provides requirements that are applicable to the system level design 

 of all types of machinery safety-related electrical control systems and also  

for the design of non-complex subsystems or devices. 

 

…………………………. 

The Nuclear Power Plant Application Field  

IAEA safety standards series (INTERNATIONAL ATOMIC ENERGY AGENCY )  

NS-G-1.3 Instrumentation and Control Systems Important to Safety in Nuclear  

Power Plants: Safety Guide 

 


