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The requirements for a system can be clustered into four groups: 

 the Known Knowns – what we know that we know 

  the Known Unknowns – what we know that we do not know 

 the Unknown Knowns – what we pretend not to know even if we know 

 the Unknown Unknowns – what we do not even know that we do not know 

 

The KK and KU groups are the easiest since they include all requirements 

that can be deterministically considered in the design 

Understanding the new risks and threats; 

 

- Understanding the boundary-less nature of systems; 

- Dealing with increased scale and complexity and criticality; 

- An assessment based on user perception 

- Dealing with changing environments. 



5 

 

 

It is impossible to anticipate all the possible situations and 

events that could happen and that could lead to failures with 

possible catastrophic consequences. 

This means that we are going to operate quite critical systems 

whose design has been made in ignorance or in complete 

unawareness of their requirements. 

It is evident that a correct and accurate assessment of the 

resilience of these systems is questionable or impossible. 


