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Abstract— Component-based techniques revolve around com-
posable, reusable software objects that shield the application
level software from the details of the hardware and low-level
software implementation and vice versa. Components provide
many benefits that have led to their wide adoption in software
and middleware developed for embedded systems: They are
well-defined entities that can be replaced without affecting the
rest of the systems, they can be developed and tested sepahate
and integrated later, and they are reusable. Clearly such
features are important for the design of large-scale complex
systems more generally, beyond software architectures. In this
tutorial we propose the use of a component approach to address
embedded control problems. We outline a general component-
based framework to embedded control and show how it can
be instantiated in specific problems that arise in the control
over/of sensor networks. Building on the middleware compo-
nent framework developed under the European project RUNES,
we develop a number of control-oriented components necessary
for the implementation of control applications and design their
integration. The present paper provides the overview of the
approach, discusses a real life application where the approach
has been tested and outlines a number of specific control
problems that arise in this application. Companion papers
provide the details of the implementation of specific components
to address these control problems, as well as experimental
validation results.

I. INTRODUCTION

together 21 industrial and academic teams in an attempt to
enable the creation of large scale, widely distributedetoet
geneous networked embedded systems that inter-operate and
adapt to their environments. The inherent complexity ohsuc
systems must be simplified if the full potential for netwatke
embedded systems is to be realized. The RUNES project
aims to develop technologies (system architecture, middle
ware, networking, control etc.) to assist in this direction
primarily from a software and communications standpoint.
Networked control systems impose additional require-
ments on the RUNES platform that arise from the need to
manipulate the environment in which the networked systems
are embedded. Timing and predictability constraints iaher
in control applications are difficult to meet in general,
due to the variations and uncertainties introduced by the
communication system: delays, jitter, data rate limitagio
packet losses etc. For example, if a control loop is closed ov
a wireless link, it should tolerate lost packets and be able t
run in open loop over periods of time. Resource limitations
of wireless networks also have important implications for
the control design process, since limitations such as gnerg
constraints for network nodes need to be integrated into the
design specifications. The added complexity and need for
re-usability in the design of control over wireless netwgork

Networked embedded systems play an increasingly impostggests a modular design framework.

tant role and affect many aspects of our lives. By enabling In this paper, we propose a component-based approach
embedded systems to communicate, new applications dfe handle the software complexity of networked control
being developed in areas such as health-care, industri@iStems. A general framework is presented and it is shown
automation, power distribution, rescue operations andtsma&0W it can be instantiated in specific problems that arise in
buildings. Many of these applications will result in a morecontrol over wireless sensor networks as well as in control
efficient, accurate and cost effective solution than presio of network and communication resources. The proposed
ones. The European Integrated Project Reconfigurable UbigPmponent framework hides network programming details
uitous Networked Embedded Systems (RUNES) [8] bringom the control system designer. The components are well-
defined entities that can be replaced without affecting the
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dleware and component frameworks in general, and thobas several shortcomings that make its use on demanding
targeted to networked embedded systems in particular (Semnbedded system applications problematic [9].
tion 11). The RUNES tunnel disaster relief scenario that Several application domains have emphasized the im-
serves to focus our work is then described in Section Ill. Aportance of developing software infrastructures spedica
overview of control problems that arise in the scenarioss al tailored to the needs of the domain. For example, the
given in the same section: maintaining the connectivity of automotive industry has formed the development partngrshi
wireless sensor network in an adverse environment, uigizi AUTOSAR [1], to achieve modularity, scalability, transfer
the resources of the network itself (e.g., wireless tragsion  ability and re-usability of software functions in vehicles
power control) and those of mobile robots (e.g., to replacARUTOSAR strives to provide an open system architecture
missing nodes). In Section IV we discuss the componenfsr automotive systems based on standardized interfaces fo
that need to be implemented to address the specific conttbe different system layers. A precise component definition
problems in the task on physical network reconfiguratioa; thand an appropriate composition framework are essential to
details of the development of these components and their exaswer a variety of questions on system architectures, e.g.
perimental testing are given in the companion papers. Somme synchronization and network protocols [25].
examples of general purpose, low-level control components Specific control and real-time requirements on the middle-
are also presented in the section. Section V details a $gcunvare have also been investigated in recent academic seftwar
component framework, which provides an interface to ptoteprototypes. Etherware [16] is a middleware for networked
communications among nodes. The hardware and softwarentrol that was recently proposed. This middleware fosuse
integration for the demonstration of the physical networlon the ability to maintain communication channels during
reconfiguration is given in Section VI. Its validation is sho component restarts and upgrades and to recovery fromdailur
in Section VII, which describes both a computer simulatiosituations. ControlWare [31] is a middleware that utilizes
of the scenario and some preliminary experimental resultieedback control for guaranteeing performance in software
Finally, Section VIl gives an overview of this tutorial ®838n  systems. Though not specifically targeted to embedded sys-
followed by some concluding remarks in Section IX. tems, its usefulness has been demonstrated on web server and
proxy quality of service management. A tutorial overview
) of software technologies for reusable and distributedrobnt
A. Middleware systems is given in [23].

In a component-based software system, a component isFinally, from a theoretical point of view, semantic frame-
a system element offering a predefined service and able wwrks that support composition and abstraction operations
communicate with other components. A component is a unitre central to the formal modeling and analysis of such
of independent deployment and versioning. It is encapsdlat distributed systems. For embedded systems (where the logic
and non-context specific. It follows that components cafunctions encoded in the computational elements have to
interact with other components without knowing much ofinteract with a primarily analog environment) the most
their internal structure or their execution environment @x-  relevant frameworks are those developed in the area ofdhybri
ample, their operating system or network protocols). Qyear systems. Several such frameworks have been proposed in
devising such an abstract level of interaction is a noridkiv recent years, to support the modeling, verification, system
effort. In many cases, an effective solution can be foundevelopment and simulation efforts; for an overview se¢.[29
by the judicious application of a software abstraction fayeSome are general purpose, while others are targeted to
known as middleware. Middleware mediates the interactiorspecific application areas [18]. Most are also supported by
of a component with its environment by providing a programsimulation, verification or design computer tools. A link
ming interface transparent to the operating systems and between these theoretical developments and the middleware
the network protocols underneath. A comprehensive survésameworks discussed above is just emerging as an exciting
of middleware concepts (motivated primarily for networkedand important research area.
embedded systems) can be found in [9]. Important examples
of middleware currently in use are Java Remote MethoB: Component frameworks for networked embedded systems
Invocation (Java RMI) [5], Microsoft Component Object The main reason for using component-based approaches
Model (COM) [6], and Common Object Request Brokelin software development is to enforce re-usability. A new
Architecture (CORBA) [2]. These frameworks, however, arsoftware application is built from existing well-testednto
not specifically targeted to embedded systems or distabut@onents. The components are composed (or assembled) into
control systems. The resource constrained implementatiapplications. It is often possible to aggregate components
platforms common in embedded and distributed contrdbgether, forming new components.
systems imply additional, severe requirements on the middl Component-based software engineering has been success-
ware. To meet these requirements, extensions of general pfully used in several software development projects, pri-
pose middleware have been developed. One such exampleniarily for desktop and eBusiness applications. Within-real
real-time CORBA [30], which features prioritized schedgli time embedded systems, the use of component techniques
policies for threads and export some control parametetsein tis not well-developed. For desktop applications the COM
communication protocols. Even real-time CORBA, howevettechnology is most widely used. COM components are often
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relatively large in size, each component encompassing a
substantial amount of the application functionality. Amet
widely used class of component models are the models that
have their basis in distributed object models. These ireclud
the CORBA Component Model (CCM) [3], Enterprise Java
Beans (EJB) [4], and .NET [7]. The .NET model can be
viewed as an distributed evolution from COM that is espe-
cially interesting due to Common Language Runtime (CLR).
CLR is a virtual machine technology that can be compared to
Java’s Virtual Machine. It is Microsoft's implementatiorfi o
the Common Language Infrastructure (CLI) standard, which
defines an execution environment for program code. The
CLR executes a bytecode format into which several lan-

Embedded Networked Component Technologies

Comparison Table

Desktop Component
- )

Ad-hoc Sensor

Resource-Contrained
Control

Scope

General deskiop
applications, real-time
and non-real-time

Sensor network data
management (gathering,
analysis, access,
reaction)

Components for feedback
control loops comprising
sensors, controllers and

actuators

Encapsulation, support
for re-use, i

Main Cl istic:

indivual deployment,
client-server architectures

Messaging e,
data-centric services,
event-based

Data/signal flow
architectures, camputer
intensive and algorithmic

Advantageous Features

Rich

Po 3
distributed execution

Temporal determinism,
small memory footprint,
predictable system
properties

Drawbacks

Large
overhead, large memory
footprint, client-server
only

Thin compon:
limited functionality,
limited real-time supprt

nt models,

Thin models.
No support for massive
distribution and
networking

Examples

COM, CORBA/CCM,
EJB, .NET

Etherware, Fractal for
OSGi, Sensor Bean

RUBUS Component
Model, Koala, SaveCCM,

guages can be compiled, e.g., C# and Visual C++. Through
this it is possible to integrate software components dgexlo

in different programming languages. The drawback with the
approach, compared to, e.g., Java-based approachest is t

it is operating system dependent, i.e., it is only supported
for Windows-based systems. Components are viewed as

extended objects that can be distributed. However, eath indyyareness an important attribute of component models for
vidual object still resides on a single node in the netwonk. I sansor networks.

these types of component models object-oriented conceptSpe gifferent characteristics of desktop applications and

such as classes and inheritance, are integral parts. sensor/actuator networks do, however, not necessarilfyimp
In .component t(_achnolog|es for embegideq Systems, NOfat it is not possible to base a component model for
functlgnal properties sqc;h as safety,. tlmell'ness, MEMOJensor/actuator networks on more conventional component
footprint, and dependability are of particular interesanG o -nngjogies: the development effort only becomes conside
phared to the desktopdc?m%onent approacr?es desclrlb_eddap%%, larger. Rather than having built in support for data ow
the component models here are much more limited I, o migdieware, it has to be explicitly realized through

funcf[ionlality. Often the component models are in.ten-ded focfomponent function calls. This is the approach that has been
applications of an algorithmic nature. These applicatians taken in the RUNES project

commonly modeled as data- or signal-driven block diagrams. In mobile ad-hoc network applications the resource con-

Anot_her_ name for this is a pipe and filter arcmte(_:turestraints are normally less severe than in wireless senger ne
The individual components are typically smaller than in th%\/orks. More powerful CPUs with more memory and battery

previous component models, and the emphasis on Compon?&ources are often used. Hence, here the desktop-type of

aggregation is larger. These component technologies : ;
frequently inspired by the block diagram approach in Ma?gggmponent technologies can be applied. The components of

lab/Simulink. the function block di inth ¢ i this type are often more application-oriented than the Emp
Ia imufin t, de (ijICElgn61$gl 3|agradm; n de au oror|1_|a 'O and more generic sensor-controller-actuator componémts.
anguage standar -5, and by orainary diSCrele e ropot setting we may decompose the application

logic gates. There are still no good examples of commeycial nto components for localization, path planning, coliisio

successful component technologies for embedded syste Soidance. etc. These are the types of components of main
However, it is an area where considerable research curen terest in ,this tutorial

is being performed. N .
For sensor network and mobile ad-hoc network applica- The table in Figure 1 summarizes embedded networked

. i . .—“component technologies by listing their characteristims t
tions, all the component technologies above are, in priecip . .

applicable. Sensor networks are an example of a severeq)E/Ether with some advantages and disadvantages.
resource-constrained distributed implementation ptatfdf .

they are to host sensor fusion and control applications, it |C RUNES middleware components
quite clear that the component technologies developed forCentral to our efforts in developing a component-based
embedded systems are a natural option. Embedded conti@mework for networked control is the RUNES middleware
systems and sensor network applications, furthermoree hasomponent model [10]. Even though sensor networks (and
many similarities. In both cases, a component model ceshterether ad hoc networks) are of central interest to RUNES, the
around data flows is more natural than the focus on conRUNES middleware component model is closer in spirit to
ponent function calls found in desktop component modelshe desktop model discussed above, than to the embedded
Following this path a possibility would be to develop a set omodel. One reason for this is that the RUNES components
generic sensor, data fusion, control and actuator comgene@are not only intended for the sensor nodes, but should also
or component types; examples along these lines are outlinezside on the gateways and on the back-end computers.
in Section IV. The limited battery resources make powerAnother reason is that the RUNES components are also
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intended as a means for structuring parts of the RUNE
middleware itself.

. Environment

W~

A component-based framework for networked contro Sppliciions y

should enable quality of service definitions and negotmtio S B
between the designer of the control application and th .oouoaas Middleware AP -, Component based

middleware. The solution should combine the appropriat
level of abstraction needed by control applications with i
lightweight and scalable architecture. The middlewaraikho
provide the appropriate support for a wide variety of cantrgi cotd [ LiesRI0S [ Sl ’
applications, ranging from sensor networks to distribute sensornodes ’ ingnode [ ’
control systems. To this end, it is of utmost importance tt o ’
keep tracll< of the level of |.ntro_duced complexity. Memory e g E ’
consumption and communication latency are examples :
fundamental parameters in the design. Our conclusion is tha
even if some existing proposals attempt to cope with sonfég. 2. Overview of the RUNES middleware platform. The compaénen
of these issues, a middleware based on a comprehens‘i\?\?}fd miqqlewelare residlt(es between the application and tmatogesystems
evaluation of the multifaceted requirements of networked ¢ individual network nodes.
control applications is still to come.

The RUNES middleware [10] is illustrated in Figure 2. ) ] .
The middleware acts as a glue between the sensor, actuatdpwever, the task is a complex one, since the plausible
gateway and routing devices, operating systems, netwoft of sensing modahUes, gnwronmental condltlon_s, and
stacks, and applications. It defines standards for implemernteraction patterns is very rich. To illustrate one pant
ing software interfaces and functionalities that allow théPplication in greater detail, the project selected a thsas
development of well-defined and reusable software. TH&lief scenario, in which a fire occurs within a tunnel, much
basic building block of the middleware developed in RUNE$S happened in the Mont Blanc tunnel in 1999. In this,
is a software component. From an abstract point of view, &€ rescue services require information about the devegopi
component is an autonomous software module with welgcenario both before arrival and during rescue operations,
defined functionalities that can interact with other compo@nd such information is provided by a network of sensors,
nents only through interfaces and receptacles. Interfanes Placed within the tunnel, on robots, and on rescue personnel
sets of functions, variables and associated data typestaat themselves. We explore the scenario in more detail below,
accessible by other components. Receptacles are requiFéﬂ it should be no_ted.thls is |nte.nded to be representative
interfaces by a component and make explicit the inte@f a class of app|lcat!0hs in \{Vhlch.system'rob.ustnes's is
component dependencies. The connection of two componeffigPortant and the provision of timely information is crucia
occurs between a single interface and a single receptacR®: for éxample, much the same considerations apply in the
Such association is called binding and is shown in mor@révention of, or response to, Chemical, Biological, Radi-
detail in Figure 6. Part of the RUNES middleware ha$'0gical, Nuclear or Explosive (CBRNE) attacks; likewise,
been demonstrated to work well together with the opeg€arch and rescue operations, and even industrial autmmati
ating system Contiki [22], which was developed for |OW_systems_form_ gppllcatlon domam_s with similar requirersent
memory low-computation devices. The implementation ofor Predictability of response given challenging external
the component model for Contiki is known as the componergenditions.
runtime kernel (CRTK). This component framework provides The fire-in-a-tunnel scenario deals with disaster relief
for instance dynamic run-time bindings of components, i.eactivities in response to a fire in a road tunnel caused
during execution it allows components to be substitutedh witby an accident, as illustrated in Figure 3. For example,

&

Hardware abstraction r Hardware abstraction [ Hardware abstraction ’

~

node

2 ‘ Hardware and RF
\

/

&

other components with the same interface. in the case of Mont Blanc, a very severe fire was caused
as the result of the ignition of a lorry carrying margarine
I1l. M OTIVATING SCENARIO and flour. The resulting fire burned for two days, trapping

This section describes the RUNES tunnel disaster religiound 40 vehicles in dense, poisonous, smoke, with a death
scenario and gives an overview of some of the contrdbll of 37 people. Communications, lighting, and sprinkler

problems that arise within the scenario. systems failed within minutes of the fire starting with the
] ) ) result that Christian Comte, fire brigade chief at Chamonix,
A. Disaster relief scenario is reported to have saidSur le moment, on n'avait pas

One of the major aims of the RUNES project is to creatéd’'informations pécises—on ne savait pas ce quibait, ni
a component-based middleware that is capable of reducidgquel endroit, s'il y avait du monda l'intérieur ou pas.
the complexity of application construction for networkedn other words, there was no precise information about what
embedded systems of all types. Versions of the components happening: it was not clear what was burning, nor where
runtime kernel, which forms the basis of the middlewareit was, nor whether there were people inside the tunnel or
are available for a range of different hardware platformaiot. As a consequence, firefighters entered the tunnel long
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Fig. 3. lllustration of the RUNES tunnel disaster relief sago.

past the time at which they could have made a differencéiom a human controller about overall mission objectives,
and themselves became trapped. and from received signal strength measurements from the

In the RUNES scenario, we project what might happewireless systems of various nodes about the communication
in a similar situation if the vision of the US Departmentqua"ty' The robots coordinate their activity with eachesth

of Homeland Security’s SAFECOM programme becomelhrough communication over wireless links. Local backup
a reality. The scenario is based around a storyline thgpntrollers allow the robots to behave reasonably in theteve
sets out a sequence of events and the desired responsdlgf communication is lost.

the system, part of which is as follows. Initially, traffic B. Overview of control problems

flows normally through the road tunnel; then an accident tho RUNES work in general and the disaster relief
results in a fire. This is detected by a wired system, wWhiCBeenario in particular offer a number of interesting and
is part of the tunnel infrastructure, and is reporte_d bacghallenging problems where control methods can make a
to the Tunnel Control Room. The emergency services ajg. conribution. One can envision control algorithms bein

summo'ned by Tl'mne'l Control Room personnel. As a re,SU(!Feveloped to control infrastructure resources; such as fan
of the fire, the wired infrastructure is damaged and the link; ire extinguishing devices, control robot motion in order

is lost between fire detection nodes (much as happened) |ocalize hazards or localize injured humans and assist
Mont Blanc). However, using wireless communication ag, removing them from the disaster area, and, last but not

a backup, information from (for example) fire and smok§east control network resources to ensure connectivity an
sensors continues to be delivered to the Tunnel Contr@lnely gelivery of crucial information. Here we will focus

Room_seamlessly. T_he first response team arrives from th&, Attention to this last type of control problem, namely

fire brigade and rapidly deploys search and rescue rObOL%ntrolling network resources.

following on foot behind. Each robot and firefighter carries the control problem of interest is sketched in Figure 4.

awireless communication gateway node, Sensors for eRviroR get of nodes with wireless communication capabilities

mental temperature, chemical and smoke monitoring, and the, deployed inside the tunnel for monitoring purposes.

robots carry light detectors that help them identify thetseag goon as an emergency situation occurs, for example an

of the blaze. accident involving many cars, the nodes need to transmit

The role of the robots in this scenario is twofold: todata regarding the tunnel conditions to a base station. In
help identify hazards and people that need attention, withosuch a scenario, accurate and comprehensive information
exposing the firefighters to danger; and to augment thaust be provided to the base station so that correct counter
communications infrastructure to ensure that both tunneheasures can be taken. It is of fundamental importance that
sensor nodes and those on firefighters remain in contabe network would maintain connectivity, so that the flow of
with the command and control systems that the situatiotritical data to the base station is guaranteed. However, th
commander uses to make informed decisions about hawvetwork could be partitioned because of a malfunction of the
best to respond. To accomplish this, the robots are movimpdes, caused by a fire, or because the presence of obstacles
autonomously in the tunnel taking into account informationthat deteriorate or even nullifies metrics of the Quality of
from tunnel sensors about the state of the environmerfervice.
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Mobile Robog ------1 Ao L *®  Mobile autonomous robots are sent inside the tunnel to
D restore connectivity, see Figure 4. The navigation of a robo
inside the tunnel is made possible by two components. The

Base Siaftn o -8 B o ° first is the localization component, that provides the posit
“TW— and orientation of the robot inside the tunnel and infororati
Network break atdgreachable Node about the presence of obstacles. The second is the collision
o 4 Road tunnel scemario in which bart of the deolovedelais avo_ldancg component that ensures that the robot does_ not
ngt\./vor'k is disconnected due to two dama%ed network r?od)és. Alenob Comde, V\_”th Obs,tades Or_ Pthe,r robots. Once the mobile
robot moves into the region of the damaged nodes to relay infsma robot is in a suitable position it attempts to reconnect the
from the unreachable nodes towards the base station. network, by acting as a relaying node between the nodes
in the disconnected parts of the network. At this stage, a
third component, the power control component, is invoked, t
In such a critical situation, the control application isreduce the energy consumption and lower the packet cailisio
responsible for restoring the network connectivity. TH8s iprobability of the nodes at the boundary of the network.
done by sending a mobile autonomous robot inside the case the network is not reconnected with the first robot,
tunnel, see Figure 4. The robot is equipped with a radigdditional robots could be deployed in a similar fashion.
transmitter—receiver so that it can maintain connectiviih The flowchart in Figure 5 details the sequence of tasks in
the base station directly or through the deployed networlge reconfiguration scenario. The acronyms in the column to
Once the base station determines the network break areang |eft indicate the control component primarily respotesi
target position for the mobile robot is computed. This is&lonfor the action. The scenario starts by the detection of thet t
by the network reconfiguration component. The robot théRetwork is disconnected. The network reconfiguration com-
needs to navigate inside the tunnel until either it reaches tponent (NetReC) then makes the decision that the first robot
target position or it determines that the target positioaut gpnould be deployed. The robot moves autonomously to the
of reach because of obstacles. destination using localization information about its piosi
Control applications impose additional requirements OBrovided by the localization component (LoC). In paraliel,
the RUNES platform that arise from the need to manipulatgiso uses the collision avoidance component (CAC) to avoid
the networked Systems and/or the environment in which tth)”|d|ng with Stationary Objects or other moving agents_
are embedded. In the rest of the paper we present the or§ghen the network reconfiguration component detects that
nization of the control system components that need to ke robot has reached a suitable goal position (possibly
implemented in order to guarantee that network connegtivityy adjusting the original destination point based on local
is reestablished. The core are the four components: netwgrformation at the scene), it initializes the power control
reconfiguration, Iocalization, collision avoidance andeo Component (PCC) The radio transmission power is adjusted
control. Details of the development of these components aji¢ the robot node and in its neighboring network nodes, in

given in the companion papers. order to not only preserve battery power but also minimize
interference among nodes. If the network is still discomee:c
IV. CONTROL COMPONENTS FOR MAINTAINING after the power has been adjusted, the algorithm starts over

NETWORK CONNECTIVITY IN ADVERSE ENVIRONMENTs ~ @nd a new robot is deployed.
The interrelations between the control components and the

This section describes the software architecture for thaverall application, robot actuation platform, and cominun
control components used for maintaining network connectivcation network are indicated in the component framework
ity, together with the functionality of each component. Thdayout shown in Figure 6. The components are encapsulated
control components outlined below follow the RUNES comsoftware units of functionality and deployment that intdra
ponent model [10]. The four main control components deatith other components exclusively through interfaces and
with network reconfiguration, localization, collision age receptacles [10]. The figure shows that the main application
ance and power control. Their integration is demonstrateshich initializes the restoration of the network conneityiv
through the network reconfiguration scenario described. nexnteracts with the network reconfiguration component. This
The section concludes with a discussion of the low-levatomponent supervises activity through its coupling to the
component library containing sensor, data fusion, colarol collision avoidance and the power control components. The
and actuator components; the higher level components of nebllision avoidance component is responsible for the piafsi
work reconfiguration, localization, collision avoidanceda actuation of the commands, i.e., for moving the robot. It
power control invoke the low level components in this lilgrar bases its decisions on information from the localization
to accomplice their goals. Communication security issues acomponent, which is divided into one part handling the
addressed by a specialized security component (whichin tulocalization of neighboring robots and other potential ob-
comprises a number of subcomponents); this componentstacles, and another part providing localization inforiorat
dealt with separately in Section V. about the robot itself. As indicated in the figure, the cadntro
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components rely heavily on the network communication.

B. Network reconfiguration component

the network is rather critical, because commands may be sent
from the base station to the robot and information from the
robot can be requested. The locations of the (static) nétwor
nodes are assumed to be known a priori.

The network reconfiguration component provides the goal
coordinates to the collision avoidance component, which
ensures that the robot safely moves to the vicinity of the
furthest known operational node of the network. The com-
ponent computes the area, within which the final positioning
of the robot is possible. This area is important in the case
obstacles have occupied the damaged node’s position or do
not allow for a closer visit. From the obtained position,
the robot tries to establish communication with both the
network connected to the base station and the network that
has been disconnected. The former action is performed in
order to check the functionality of the specific node, but
also to ensure that the communication failure has not been
due to debris or other kinds of communication blocks. If
the functionality of the node is verified, the robot moves
on to the next node, etc., until the non-operational node
is accurately located. As soon as this node is located, the
network reconfiguration component provides the necessary
inputs for the initialization of the power control compohen
If the non-operational node cannot be located through an
exhaustive search, there is a change in mode of operation
into finding a sub-optimal position within the lattice of the
sensor nodes. If even this approach fails, the mobile rabot i
positioned near the edge of the previously described region
and sends a message to the base station for the deployment
of a second mobile robot. The algorithm terminates as soon
as the communication coverage of the region of interest is
completed. The network reconfiguration component is furthe
described in [27].

C. Localization component

The localization component provides interfaces to loealiz
mobile agents or robots. It also provides interfaces toafete
obstacles in front of the mobile robot. Each mobile robot
is required to contain one instance of this component. Addi-
tionally, each of the stationary sensor motes within theé&ln
are required to contain one instance of the complementary
distance sensor component.

The localization method is based on ultrasound. Each
mobile robot is equipped with an ultrasound sender unit and
each stationary sensor mote is equipped with an ultrasound
receiver unit. The mobile robot periodically broadcasts a
radio message shortly followed by an ultrasound pulse. Each

The network reconfiguration component is responsiblstationary node measures the difference in time of arrival
to position the mobile robot at a point that ensures thbetween the radio message and the ultrasound pulse, and
restoration of the communication along the network. Theses this to calculate its distance to the mobile robot. rAfte
network reconfiguration component is activated as soon aspredetermined time to avoid contention, a radio packet
information about that the network is disconnected and theontaining the distance is sent to the mobile robot. After
localization of the malfunctioning network nodes has beeamitting the ultrasound pulse, the mobile robot spends a
obtained. The functionality of the component is based opredetermined time collecting distance measurements from
a beacon, which tests the operational capabilities of eathe sensor nodes. After that, data fusion is applied to the
node near the network break area through handshaking. Téalected distance measurements. Different alternatizes
connectivity of the mobile robot with the operational pafit o been evaluated. One possibility is to use triangulation. In



this approach as many triangular sensor cells as possible

formed, and a position estimate is calculated for each ce

Finally, the individual position estimates are combinetbin

a single estimate using outliers removal and averagingeOn

a position estimate is available this is used as an inputdo tl

corrector part of an extended Kalman filter. The predicto

part of the filter uses the encoder information from the rohc f¢e
wheels to predict its current position. Alternatively, & i V|| Atz =0
possible to directly use the estimated distances as inputs

the extended Kalman filter. Both approaches require thét ea

mobile robot knows the position of every stationary sensc

node. g¢ e

The above approach runs the risk of not working wher VvVé=2¢
multiple robots simultaneously try to determine their lo- V[[A. =0
cations. In order to avoid this problem the mobile robot: Vo=
also listen to the radio messages associated with ultrasou
messages. If a mobile robot hears this type of message it w
wait, or back off, a certain time, before attempting again ti
emit its combined radio and ultrasound pulse.

Once the self-localization is performed, i.e., the filterec
position and orientation estimates are available, a rad -
packet containing this information together with a time- f#max(® AP EB
stamp is multi-casted to the other mobile robots. Thus eacn
mobile robot obtains information about the current lodatiorig. 7.  Finite state automaton that summarizes the collisiidance
of its neighboring mobile robots. protocol implemented by the collision avoidance component.

The ultrasound localization can only be used to detect the
position of known mobile robots. In order to detect unknown
obstacles, the mobile robots need to be equipped with one '&te is set to the minimum allowable, and the motion of its
several forward pointing proximity or distance sensorseOnfeserved disk is stopped. As soon as the robot motion in the
possibility is to use an IR sensor, e.g., a SHARP GP2D1keading direction is permitted but not directed towards the
sensor. Either one or two fixed sensors are used, or a sensd@iget destination, the robot enters ttwdl mode, and tries
mounted on a Simp|e RC servo, which then sweeps a Certéﬁ] go around the reserved disk of the other robot. This is
angular region in front of the mobile robot. The localizatio achieved by selecting a suitable value for the curvature rat

straight

f = max(97)
Ao @B
AllAl, =0

component is further described in [12]. of the robot such that the two disks never overlap. During
o _ roll, the tangency of the two disks can unexpectedly be lost.
D. Collision avoidance component In such circumstances, the robot enters k2 mode, and

The collision avoidance component provides an interfadée curvature rate is set to the maximum allowable in order
to steer, in a safe way, a mobile robot to a desired findp restore the contact. Thell2 mode can only be entered if
position with an assigned heading. The collision avoidand&e previous mode wa®ll. When the tangency is restored,
strategy is based onraserved diskassociated to each robot. the robot switches back to th®ld mode and possibly from
The disk contains all the positions that can be reached if tigere to theroll mode again.
vehicle performs a maximum curvature turn in clockwise The decentralized characteristic of the collision avoatan
direction. protocol allows the collision avoidance component to be

The motion strategy of the robot is based on four distindmplemented on-board the robots. Each robot is able to
modes of operation, each assigning a suitable value to theake a safe decision about its motion, based only on
curvature rate of the robot. Figure 7 shows these modéecally available information. This information consisté
along with the corresponding switching conditions. Theotob the position and orientation of robots that are within aaiert
enters thestraight mode if is possible to move in the samesensing or communication radius. For this reason, each robo
direction as the robot is heading, i.e., if its reserved disié not required to explicitly declare its positioning goghe
does not overlap with other reserved disks. When the robegllision avoidance component is further described in [12]
is in this mode, its curvature rate is set to zero. Whenever its
reserved disk becomes tangent to the one of another robbt, POWer control component
a test is made based on the current motion headindf The power control component provides an interface for
a further movement in the direction specified Bycauses regulating the transmission power of nodes at the boundary
an overlap, then the robot enters theld mode. Otherwise, of a disconnected area of the wireless network of the tunnel.
the robot is able to proceed, and remains in gheight The main functionality of this component is to provide a
mode. When thdiold mode is entered, the robot’s curvaturepower control algorithm that adjust the power such that the



as polling sensors, sending commands to actuators, etc. We
®(t) conclude this section by providing a brief overview of some
examples of this type of components.
G—"o Sensor componentsTwo types of sensor components
P, Controlling can t_)e distinguished. A passive sensor cor_npor_lent returns a
‘ node physical measurement, e.g., temperature, light intensity

N
x K
=
~
N

Node i through the use of some hardware device, as the response to a
y— call to an interface function, e.cget Val ue() from either
| u;datin; | ¥i(t) another component on the same node, from the application

code in the node, or from a component or application
on some other node via the radio interface. Hence, from
a passive sensor component, measurement values must be
pulled by the users of the component

—| DelayF An active sensor, on the contrary, is realized by a separate
_ o execution thread that provides a new measurement value
Fig. 8. The transmission powers of the network nodes areaitedrby the o i own initiative. This value is then forwarded to, e.g.,
power control component residing in the mobile robot. Eachgyaventrol . .

loop consists of a transmitter node (on the left) and a receieele (on @nother component by a call to the corresponding interface
the right). The receiver node executes the control algorieimd sends the function of that component. Hence, the active sensor pushes
command to the transmitter. new values to the users of the component.

Another distinguishing characteristic of sensor compo-

network is reconnected. A fine tuning of the output power {§€NtS is whether they are time-driven or event-driven. In
essential to preserve the battery of the nodes and to mieimi@ time-driven sensor the measurement is performed pe-
interference among network nodes. riodically. In an event-driven sensor _the measurement is
The power control algorithms are based on radio modeRerformed when an event occurs. This event could be the
for the network nodes, i.e., the Telos motes. Communicatidi®!l 10 someget Val ue interface function. However, we
quality is characterized through the received signal gtien could also think of an event-_dr_lven active sensor that, e.g.
indicator (RSSI), which is related to the signal to noisémly generates a new output if its current _vglue has changed
plus interference ratio (SINR) for the radio devices modnteSufficiently much from the old value. Also, it is not necegsar
on the nodes. The power control mechanism reacts to tf¢f & passive sensor to be event-driven. A passive sensor
fluctuations of the SINR by controlling the level of powercould .be rea!lzgd as an execution thread that performs the
that the transmitter uses in order to ensure a desired pacR@MPling periodically, but where the users of the component
error probability. The power control command is compute&t'” must puII_ out a_value, in this case typically the latest
in the receiver and then communicated to the transmittefdlue, by calling an interface function.
which transmits packets using the updated power level. The A sensor compo_nent could also pontain other functionality.
feedback control loop for a single transmitter—receiveir pa/nstead of generating only a value it could associate theeval
is shown in Figure 8. with a time stamp indicating when the value was generated.
Two power control mechanisms have been developet€ sensor may perform filtering, e.g., low-pass filtering.
and tested: one scheme based on a multiplicative-increds@" an event-based sensor several different event types are
additive-decrease (MIAD) updated of the power, and onBlausible, tpgether with the associated threshold vqlue;.
scheme that is based on a model of the average packet erroPata fusion componentstn sensor network application
rate (PER). The MIAD power control, which is inspireddata fusion or aggregation is important. A major reason for
by [11], implements the following simple algorithm: eachthis is a desire to reduce the communication traffic in the
correctly received packet imposes a decrease of the transfEtwork.
power by A, whereA is the step size; whereas when an Because of the spatial dist_ributioq of the sensors, dqta
erroneous packet is detected, the transmission power is fi4sion can be performed both in the time and space domain.
creased bylA, whered is a positive integer. The parametersAn example of data fusion in the time-domain is down-
d andA influence performance (packet error rate and powé@mpling; for example, an active sensor may elect to only
consumption), and thus need to be tuned. The PER po\,\,@rward a reduced number of data values. This can be
control adjust the transmission power according to a modéPne periodically, e.g., removing every second data value,
of what power is needed for a desired SINR given the curreff be event-driven. In the latter case one could think of a
SINR and power. Accurate estimates of SINR and RSSI aflata fusion component that only forwards data values that
obtained through online filters. The power control companerforrespond to significant changes in the value. Other types

is further described in [14]. of time-domain data fusion are various sorts of averagirg an
] windowing. Data fusion in the space-domain shares several
F. Low-level control component library similarities with the time-domain. Spatial averaging iseon

The components defined above build on and make ussample.
of lower-level components developed to perform tasks such Another distinguishing characteristic of data fusion com-



ponents is whether they are signal-based or model-basec !
A signal-based data-fusion component performs the ag-
gregation using the signal values as the only information
source. In model-based data fusion there is a model, e.g.
a differential equation, that describes the spatial or tnaip
relationship between one or several measurements. Using th
it is possible to refine the data aggregation. Techniquesdhas
on, e.g., Kalman filtering, can be used to estimate signals th
are not measured.

A relevant technique for redundancy reduction in the ! | Cryptography
information flow generated by the nodes of wireless sensol |
networks is distributed source data compression, e.g], [24 ~~-"" """t TTTTToTooooomomoos
[19]. This technique compresses data based on the (usually
significant) spatial and temporal correlation of the sensor Fig. 9. The Security Component Framework.
measurements.

Controller componentsA controller component realizes a
dynamical system and comprises the actual control algorith
of the component. A distinguishing characteristic is wieth  In @ system like the one under consideration, protecting
the component operates on a single measured signal a#@mmunication among mobile robots and sensor nodes poses
generates a single controller output (SISO controller), d#nique challenges. First of all, unlike traditional wireetn
whether either or both the input and output consist otorks, in a wireless network, an adversary with a simple
multiple signals (MIMO controller). radio receiver/transmitter can easily eavesdrop as well as

Another distinguishing feature is whether the controlger iinject or modify packets. Second, in order to make the
linear or non-linear. A general non-linear controller can bSystem economically viable, nodes are limited in their en-
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V. SECURITY

represented as ergy, computation, storage, and communication capadsiliti
Furthermore, they typically lack adequate support for mgki

Xkr1 = T (X, Yk, k) them tamper-resistant. Therefore, the fact that nodes ean b

U = 9%, Yk, 1), deployed over a large, unattended, possibly hostile area ex

poses each individual node to the risk of being compromised.
where x is a vector representing the internal state of the In this wireless network, security hinges on a group
controller,y is the measurement,is the reference or setpoint communication model. This means that authorized nodes in
for y, andu is the output of the controller. The subscript the network share a symmetric group key that is used to
indicates time step. If the functionsandg are linear, then encrypt communication messages. Anyone that is not part of

the controller is linear and can be represented as the group can neither access nor inject or modify messages.
This implies that when a node leaves the group, the current

X1 = A%+ Byk + Gry group key must be revoked and a new one distributed to

U = Cx + Dyk + Ery all nodes except the one that is leaving (forward security).

A node may leave the group either because it has finished
where A,B,C,D,E, and G are matrices of suitable sizes.its task or because it is considered malicious and thus it
These general forms can be one possible starting point fatust be evicted. Failure to provide the correct group key
a controller component library. Another possibility is tocan be interpreted as an alarm by the system, which triggers
focus on commonly used special forms of the above. Somwuntermeasures. It follows that the ability to revoke keys
examples are PID controllers, state feedback controllerganslates into the ability to logically remove comprondise
observer-based controllers, and lead-lag controllers. nodes from the network.

Actuator componentsAn actuator component determines The Security Component Framework provides an inter-
the action the system takes on the physical environment.flce to protect communications among nodes and guarantee
shares some of the characteristics of the sensor compondbtward security. Figure 9 shows the architecture of the
it can be based on push, namely, the component providesSecurity Component Framework in terms of components and
the interface a function, e.gset Val ue(val ), which sets their interrelations. The&Cryptographic componentrovides
the valueval to the actuator; or it can be based on pullan interface for the basic cryptographic primitives such as
namely, the actuator itself requests the value. Furthegmorsymmetric ciphers (e.g., Skipjack and RC5) and hash func-
the actuation can be time-driven or event-driven. In the firgions (e.g., SHA-1). Th&kekeying componemtrovides and
case, the actuator component is accessed at precise timtrface for key distribution and revocation. This comgon
instances, whereas in the second case it is accessed wimplements cryptographic network protocols and, theesfor
a predefined event is detected. The actuator component mages the services offered by the Network Communication
include some filtering, such as a zero-order hold, or noalinecomponent and the Cryptographic component. Finally, the
filters, e.g., saturation. Adaptor componenimplements the communication security
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Fig. 10. The rekeying tree.

policy by properly encrypting/decrypting messages. Fat th Fig. 11. Khepera robot with a Telos mote mounted on top.
purpose, it uses the services offered by the Cryptographic

component and the Rekeying component. The Adaptor com- )

ponent provides application components with the same-intef/N0S€ subtree contains i leaf (e.g., nodes numbered
face as the Network Communication components. It is podith 1, 2, and 5 in the figure). In case of a binary tree, the
sible to transparently insert and remove the whole Securi§fVer has to broadcast 2@y —1 messages whereis the
Component Framework without affecting the functionalify o "etwork size. A more detailed description of the rekeying
the other components. protocol can be found in [20].

The Rekeying component guarantees forward security by VI
implementing a scalable rekeying protocol, which refreshe '
the group key whenever a node leaves the group. The rekey-Demonstration of the component-based design approach
ing protocol scales to a large number of nodes because it§ough the network reconfiguration scenario requires-inte
communication overhead is logarithmic, and the computingration of both hardware and software. In this section,eghes
overhead is kept low by using only hash functions to verifiefforts are described.
the authenticity of newly deployed keys. ) i

When a node leaves, a centralized Key Distribution Servé}- Hardware integration
is responsible for distributing the new group key to all mde The main hardware components for demonstrating the
except the leaving one. These nodes have only to verify thhysical network reconfiguration are mobile robots and a
freshness and the authenticity of the keys coming from thaireless sensor network. A heterogeneous set of mobile
server. The key authentication mechanism levers on keyobots are used. The wireless sensor nodes are the Telos
chains, a technique based on one-time passwords. A kegad Tmote Sky motes, which are low power IEEE 802.15.4
chain is a set of symmetric keys, such that each key is tlwmpliant wireless sensor modules [26]. The Telos motes are
hash pre-image of the previous one under a one-way hashuipped with humidity, light and temperature sensors. As
function. Hence, given a key in the key-chain, anybody capart of the experimental validation this sensor network was
compute all the previous keys, but nobody can compute amgade to interact with numerous mobile robotic platforms.
of the next keys. Keys are revealed in the reversed order with Figure 11 shows the simplest configuration used in our
respect to creation. Given an authenticated key in the kegxperiments, a Telos mote mounted on top of a Khepera
chain, the nodes can authenticate the next keys by simpigbot. In this instance, the robot and mote communicate
applying a hash function. through their serial ports. The Telos acts both as a sensbr an

In order to reduce the communication overhead, the servaradio interface for the mobile robot. The platform shown in
maintains a tree structure of keys, see Figure 10. The wlterrFigure 11 was used for the early development of the network
tree nodes are associated with key-chains, while eachdeafreconfiguration component. Subsequent development was
associated with a symmetric private key, which each groupased on the more powerful rover robotic platform shown
member secretly shares with the server. A group membar Figure 12. Again, communication between the mote and
stores the last-revealed key for every internal tree nodbe robot was accomplished through the serial link.
belonging to the path from its leaf to the root. Hence, the key The localization component was developed and tested on
associated to the tree root is shared by all group membeas RBbot mobile robot, shown in Figure 13. The control
and it acts as the group-key. When a group member leavesmputations are done both in an integrated Tmote Sky mote
the group, all its keys become compromised and have amd in an AVR processor. Ar°C bus is used to expand
be redistributed. For example, let us suppose that growgomputational capabilities and to allow data exchange be-
memberD in Figure 10 leaves. The server then has tdween components and external hardware. Localization is
securely broadcast a new key for each internal tree nod®ne using a Tmote Sky motes with an ultrasound sender

HARDWARE AND SOFTWARE INTEGRATION



Fig. 14. Robots used for the development of the collision daoce
component.

Fig. 12. Rover—Telos mote pair. The power control component was developed and tested
for a wireless sensor network that consists of Telos motes.
The transceiver of these nodes uses a Direct Sequence Spread
Spectrum (DSSS) technique. Data are coded according to a
DSSS operation, and then transmitted through a CSMA/CA
technique. The Telos motes provide RSSI measurements
defined as an average of the received signal power calculated
over eight symbol periods. The implemented power control
algorithms are based on these measurements and a new radio
model that was developed for the Telos motes.

B. Software integration

The connecting theme underlying the different robotic
platforms and the wireless sensor network is the component
software. This is based on the Contiki operating system,
which runs on all the mote platforms used in the experiments.
The use of a common software substrate means that compo-
nents developed by one team on one robotic platform can be
ported to other platforms. The hardware resources availabl

Fig. 13. RBbot robot and ultrasound equipped Tmote Sky. on the robot are exploited by the different components via
the use of the same interface protocol.

Contiki is a lightweight and flexible operating system for
unit, as shown to the upper right in the figure. This mote isiny networked sensors [22]. It is built around a simple é¢ven
mounted at the top of the robot. A Tmote Sky mote withdriven kernel on top of which application programs are writ-
ultrasound receiver is shown to the lower right. Such motegn with stack-less threads. Thus, programs can be written
are placed along the walls of the tunnel and communicaig a threaded fashion, while interprocess communication is
with the robots to provide position information. enabled using message passing through events. Contiki has a

The collision avoidance component was developed on dynamic structure that allows to replace programs and drive
fleet of mobile robots like the ones shown in Figure 14. Eacluring runtime. Contiki provides also an implementation of
robot comprises one Tmote Sky that implements the wirelessso calledulP stack for TCP and UDP communication [21].
communication via 811.15.4 protocol, and part of the cdntraContiki implementsuAODV, a light-weight implementation
algorithm. It also comprises three PSoC micro-controllerof the AODV ad-hoc routing protocol. AODV [28] stands
connected via?C with one another. These micro-controllersfor Ad-hoc On-Demand Distance Sensor Vector routing,
perform the computations necessary to drive the robowhich, contrary to most routing mechanisms, does not rely
The mote and the micro-controllers exchange informatioan periodic transmission of routing messages between the
(encoder readings, motors actuation, execution of restef tnodes. Instead, routes are created on-demand, i.e., oy wh
control algorithm) via the RS232 serial interface. actually needed to send traffic between a source and a




destination node. This leads to a substantial decreaseein i —m o O | m

amount of network bandwidth consumed to establish route 17 '
The implementation of the component model for Contik %-

is called a component runtime kernel (CRTK). It allows the '

instantiation of a variety of components and the dynamie rur n n ul n

time binding of them. A component can be substituted witl  ® stationary sensor noce

another component that has the same interface. Due to 1 O Stationary sensor node (out of operation)
memory limitations of the Telos motes, the dynamic run-timi _I Mobile robot

binding of the control components has not been explore

in the demonstrations. The hardware limitations moreove.' e

forced the use of more powerful processors, such as AVR
processors, to be connected with the Telos motes through
I2C buses, since the computational power of the motes was
not sufficient to execute all the control components.

Fig. 16. Animation workspace for the TrueTime simulation.

policy of the individual kernel blocks is arbitrary and cam b
VII. VALIDATION decided by the user. Likewise, in the network, messages are
gent and received according to a chosen network model.
The TrueTime simulation of the tunnel scenario consists of
two parts: a Simulink diagram containing the nodes, robots,
A. TrueTime simulation and networks, and an 2D dynamic animation. The Simulink

In order to validate the network reconfiguration scenario, §i2gram is shown in Figure 15.
simulation model has been developed. A holistic simulation The stationary sensor nodes are implemented as Simulink
approach is crucial for this, because it should be possibﬁybsystems that internally contain a TrueTime kernel mod-
to simultaneously simulate the computations that takeepla@ling the Tmote Sky mote and connections to the radio
within the nodes, the wireless communication between tHeetwork and the ultrasound communication blocks. In order
nodes, the power devices (batteries) in the nodes, the sent® reduce the wiringFrom and To blocks are used for the
and actuator dynamics, the dynamics of the mobile robotgonnections. The blocks handling the dynamic animation are
and the dynamics of the environment. In order to evaluafeot shown in the figure. The mobile robots, two RBbots as
the limited resources correctly, the simulation model nnest described in Section VI, are modeled as Simulink subsys-
quite realistic. For example, it should be possible to sateul tems. Internally, these subsystems contain a TrueTimeskern
the computational delays associated with the executioheof t M0deling a Tmote Sky mote; a TrueTime kernel modeling an
software components. It should also be possible to simulafd MEL AVR Megal6 processor, which acts as an interface
the effects of collisions and contention in the wireles$0 the ultrasound receiver and the proximity sensor used for
medium access control (MAC) layer, the propagation opbstacle detection; a TrueTime kernel modeling an ATMEL
the ultrasound pulses, as well as the effects of the limitetlVR Megal28 processor, which is used as a compute engine;
bandwidth of the communication bus used within the mobil&v0 TrueTime kernels modeling two ATMEL AVR Megal6
robots. processors, which are used as interfaces to the wheel motors

There are a number of simulation environments availabfé model of the robot dynamics; and a subsystem representing
for networked control and sensor networks. However, thi'e internal fC bus of the robot.
majority of these only simulate the wireless communication The ultrasound propagation is modeled by a separate net-
and the node computations. TrueTime [17], [13] is a cowork block, which is implemented in a similar fashion as the
simulation tool that has been developed at Lund Universityireless network block. The components are implemented
since 1999. By using TrueTime it is possible to simulate thas TrueTime tasks and interrupt handlers. The wireless radi
temporal behavior of computer nodes and communicaticfPmmunication is modeled as the IEEE 802.15.4 protocol
networks that interact with the physical environment. Thiéthe radio MAC protocol used in the Tmote Sky motes).
makes it possible to concurrently simulate all the aspecthe routing is implemented using a simulation model of the
described above. AODV protocol. The AODV protocol is in TrueTime imple-

TrueTime is a Matlab/Simulink-based tool that facilitategnented in such a way that it stores messages to destinations
simulation of the temporal behavior of multi-tasking andor which no valid route exists at the source node. This
event-based real-time kernels that execute controlldstas means that when, eventually, the network connectivity has
The tasks are controlling physical systems, which are modeen restored through the use of the mobile radio gateways,
eled as ordinary continuous-time Simulink blocks. Truedimthe communication traffic will be automatically restored.
also makes it possible to simulate simple models of wired The position of the robots and status of the stationary
and wireless communication networks and their influence gensor nodes, i.e., whether they are operational or not, are
networked control loops. The kernel block of TrueTime isshown in a separate animation workspace, see Figure 16.
event-driven and executes code that models, e.g., I/0,tasksThe TrueTime simulation environment is further described
control algorithms, and network interfaces. The schedulinin [15].

This section describes a computer simulation of the sc
nario and some preliminary experimental results.
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Fig. 15. The Simulink model diagram. In order to reduce the uswicds From and To blocks are used to connect the stationary sensor nodes to the
radio and ultrasound networks.

B. Experimental validation on the robot. The power is adjusted according to the MIAD

The components outlined above were all implemented dpPWer control algorithm discussed in Section 1V. Node 1
the various robotic and sensor platforms and their perfofs not within line-of-sight, whereas nodes 2 and 3 are.
mance was experimentally validated. Therefore, the s!gnal 'strength of Imk; 2 a}nd 3 settl'e qylckl

Figure 17 shows an example run of the collision avoidand@ their appropriate fixed values, while link 1 oscillates in
component using three robots (see also Figure 14). The tgfcordance with the MIAD control strategy.
sub-figure shows the origins and destinations of the three Finally, Figure 21 shows a model of a road tunnel de-

robots while the bottom two show the collision avoidanc&€loped for the demonstration of the disaster relief sdgenar
procedure with the reserved disks highlighted. Trucks, cars and firefighters are indicated by lights in time tu

Figure 18 shows experiments for the development diel. The position of the Telos mote shows where the wireless

the network reconfiguration component. Four robots and des are positioned in this particular demonstration.
base station (not pictured) are involved. All robots carry
Telos motes. The two Kheperas (standing on boxes, see also
Figure 11) are stationary in this experiment. The spideotob A tutorial session at the European Control Conference
(in the background) is trying to maintain connectivity with2007 is devoted to describe in some detail the component-
the base station, multi-hopping its signals over any othdrased framework for networked control introduced in this
available nodes if necessary. The transmission power of glaper. The session consists of the current paper and four
motes is artificially reduced so that as the spider moves awayore [27], [12], [14], [15]. These other papers revolve au
from the base station it loses its connection with the rest dhe development, implementation and demonstration of a
the network. The rover robot (in the middle of the picturepecific set of components. Network reconfiguration, local-
then moves into the gap between the spider and the networkation, collision avoidance and power control components
to act as a relay node. are described in detail together with their integration on a
Figure 19 shows experiments for the development of thdistributed hardware and software platform that consiéts o
localization component. The robot shown in the forefrona set of mobile robots and a wireless sensor network.
(see also Figure 13) is trying to navigate down the corridor The second paper in the session is on the network
based on localization information collected from ultrasthu reconfiguration component. It is discussed how partially
equipped Tmote Sky motes situated on either side neeonnected wireless sensor networks can be reconfigured via
the walls. The two graphs show the improvement in thenobile robots that aim in reconnecting the disconnected
navigation if this localization information is used (rigiws. clusters of nodes. Mobile robots are repositioned in order
open loop navigation (left). to reconnect the disjoint clusters. The positions of robots
Figure 20 shows experimental results with the powedepend on the cardinality of each cluster of nodes and the
control component. The temporal evolution of the averagemhinimum distance between the clusters. The reconfiguration
RSSI is presented for a situation when three transmittingcheme minimizes a cost function that penalizes the number
network nodes are connected to the receiver node mountefl disjoint clusters, and the area that is not covered by

VIIl. OVERVIEW OF THE TUTORIAL



Fig. 17. Example of collision avoidance component experimersults.

the overall set of nodes. Simulation results are offered to
investigate the efficiency of the suggested scheme.

The third paper is on the localization and collision avoid-
ance components. An ultrasound-based active localizatior
scheme is used. Motivations for this approach are given,
as well as details of how it has been implemented. Specia
attention is given to the extended Kalman filter that is used
for data fusion. The collision avoidance component is also
described, including its overall policy, implementatiogtails
and experimental results.

The fourth paper is on the power control component for
the stationary and mobile network nodes. This component

Fig. 18.
results.

Example of network reconfiguration component expertaie
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IX. CONCLUDING REMARKS

0 = . . .
S Link 1 The proposed tutorial will demonstrate techniques at the
- = -Link2 heart of the design and control of complex networked embed-
10 Link3 ded systems. Even though the work presented was motivated

by a specific tunnel disaster relief scenario, we believe
that the control components developed provide a suitable
framework for addressing control problems in a wide range
of applications; possible target applications includevsil

lance and environmental monitoring, critical infrasturet
protection, transportation, agriculture, industrial amation

etc. The research presented here bridges the gap between
control, communication and computation technologies and
suggests a number of productive and interesting research
directions.
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