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Elements of Applied Cryptography
Public key encryption

! Public key cryptosystem

! RSA and the factorization problem

! RSA in practice

! Other asymmetric ciphers
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Asymmetric Encryption Scheme
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Let us consider two families of algorithms representing invertible 
transformations: 

such that:

I. & e $ !, ' a unique d $!, such that Dd is the inverse of Ee

II. & m $", & c $ #, Ee(m) and Dd(c) are easy to compute

III. Known e $ ! and c $ C, it is computationally infeasible to find the 

message m $" such that Ee(m) = c

IV. Known e $ !, it is computationally infeasible to determine the 

corresponding key d
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Public key encryption

Because of properties III and IV,

! decryption key d MUST be kept secret

! encryption key e CAN be made public without 

compromising the security of the decryption key

! Gianluca DiniNetwork Security 4

2-party comm with asymmetric encryption

key source

Dd(m)

m

Ee(c)

m

Alice Bob

c

e

unsecure channel

adversary

unsecure channel

! !"#$#%&'()*+,%$-#($! &.%$/#$0#%*$,%$*"#$!"#$ &".%%#1$,%$2"+&"$*"#$

&+)"#'*#3*$" +0$/#+%4$*'.%05+**#6

! 7*$+0$%#&#00.'($*,$"%&'$(&)*"&$ )8/1+&$-#(0$*,$.&"+#9#$+"&" ,-).)(/

"%&'$(&)*"&),( ,:$*"#$)8/1+&$-#(0$*"#50#19#0

d
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Types of attack

Objectives of adversary

! break the system: recover plaintext from ciphertext 

! completely break the system: recover the key

Types of attacks

! No asymmetric cipher is perfect

! Since the encryption keys are public knowledge, a passive 

adversary can always mount a chosen-plaintext attack

! A stronger attack is a chosen-ciphertext attack where 

an active adversary selects ciphertext of its choice, and 

then obtains by some means (from the victim) the 

corresponding plain-tex

! Gianluca Dini

THE RSA CRYPTOSYSTEM

A case study
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Rivest Shamir Adleman (1978)

!"#$%"&"'()*+&

;< =#%#'.*#$*2,$,('%">$-*.)*&/) 0'*1". 02$1 ?;@@(A@@$6#&+5.1$

6+4+*0B

A< C,5)8*#$( 3$0)1 .%6$* 3$40567)41567

D< E#1#&*$.$'(&-+1$&819"' ;$F$$ #$* 08&"$*".*$%/-4"2$*7$3$6

G< C,5)8*#$*"#$8&*:8" +%*#4#'$;$F$+ #$* 08&"$*".*$

!% + & 5,6$*
;< 4+2$(7 +0$*"#$0-)2"&$ -#(

=< 4$2$(7 +0$*"#$0%34)* -#(

H*$*"#$#%6$,:$-#($4#%#'.*+,%>$0 .%6$1 580*$/#$6#0*',(#6
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RSA encryption and decryption

>&/'#0)*+&'$!,$4#%#'.*#$" :',5$(>$I,/$0",816$6,$*"#$:,11,2+%4

;< J/*.+%$)K0$*+,-!.,/"$)8/1+&$-#($?%>$#B

A< L#)'#0#%*$*"#$1"..(%" .0$.%$+%*#4#'$# +%$

*"#$+%*#'9.1$?@2$(56A$?@$,- # B$(B

D< C,5)8*#$*/3#$ 1+-$(

G< E#%6$* *,$5

C"/'#0)*+&<$!,$'#&,9#'$# :',5$*>$H1+&#$0",816$6,$*"#$:,11,2+%4

;< M0#$*"#$)'+9.*#$-#($6$*,$'#&,9#'$# 3$*+/1+-$(
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RSA proof

D'++E<$N#$".9#$*,$)',9#$*".*$6+47$4#77$3$#>$+<#<>$

"% + (%! + (0*O; 5,6$.>$&0$! + ?(*B0) ( 5,6$. +
?.))1(+%4$P81#',K0$!"#,'#5B

+ ( 5,6$.

>8,"'+F.$GH"+'"1

& +%*#4#' .$1$&2$&*$!.
32$**?.B+ ;$5,6$.$4-!5!

!.
3 6 Q$7 R$;$F$7 F$.>$4&6?7>$.B$S$;T
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Example with artificially small numbers

Key generation

! Let p = 47 e q = 71

n = p ) q = 3337

*= (p.1) ) (q.1)= 46 )70 = 3220

! Let e = 79

ed + 1 mod *(n) 

79) d + 1 mod 3220 

d = 1019

Encryption

Let m = 9666683

Divide m into blocks mi < n

m1 = 966; m2 = 668; m3 = 3

Compute

c1 = 96679 mod 3337 = 2276

c2 = 66879 mod 3337 = 2423

c3 = 379 mod 3337 = 158

c = c1c2c3 = 2276 2423 158

Decryption

m1 = 22761019 mod 3337 = 966

m2 = 24231019 mod 3337 = 668

m3 = 1581019 mod 3337 = 3

m = 966 668 3
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How to encrypt/decrypt efficiently

! U#*$( .%6$9 /#$*2,$IV/+*$+%*#4#'0

! J--*)*+&$$($K$9 &.%$/#$6,%#$+%$*+5#$L4I7

! ($) 9 &.%$/#$6,%#$+%$L4IM7

! U#*$/ /#$.%$?.*$5,0*B$MIV/+*$+%*#4#'

! /$1+-$( &.%$/#$6,%#$+%$L4IM7

! U#* - /#$.$IV/+*$+%*#4#'

! ($) 9$1+-$-$&.%$/#$6,%#$+% L4IM7
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How to encrypt/decrypt efficiently

! LEH$'#W8+'#0$(8%+9*5$!7:8.!.,/*,/8. *+ 1+- (

! U#*$( ".9#$0 /+*0$+%$+*0$/+%.'($'#)'#0#%*.*+,%>$8/9/4,./(/:/;

! ;5*%!<="-889 .14,'+*"5$'#W8+'#0$<+.;= 5,681.'$581*+)1+&.*+,%0

! + +0$.0$1.'4#$.0$* 2"+&"$+0$#3),%#%*+.11($1.'4#$2+*"$'#0)#&*$*,$8

! !"#$4'.6#V0&",,1$.14,'+*"5$+0$+%#::+&+#%*

! >?+*5!<*.%<(+9,/:9@ .14,'+*"5$'#W8+'#0$M- 5,681.'$581*+)1+&.*+,%0$

2"#'#$- +0$*"#$%85/#'$,:$/+*0$+%$*"#$/+%.'($'#)'#0#%*.*+,%$,:$+

! H0$-,- 8 *"#%$*"#$.14,'+*"5$&.%$/#$6,%#$+%$L48N7



! Gianluca DiniNetwork Security 13

How to encrypt and decrypt efficiently

P3),%#%*+.*+,%$/($'#)#.*#6$0W8.'+%4$.%6$581*+)1+&.*+,%X$#$ 1+-$(

'#W8+'#0$()$1+.) M,+%M4$7 581*+)1+&.*+,%0$.%6$M,+%M4$7 6+9+0+,%0

U#*$$8562$$85M2$!"#$M2$$62$$@>$2"#'#$8 3$,+%M $>$$*"#$/+%.'($'#)'#0#%*.*+,%$,:$$
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E+' ?+$S$-V;Y$+$ZS$@Y$+$VVB$Q

" 9 "A 5,6$.A

*E ?!/ SS$;B

" 9 ")( 5,6$.A

T

! .12.(0$8 0W8.'#$,)#'.*+,%0

! .*$5,0*$8 5,681.'$581*+)1+&.*+,%0$?#W8.1$

*,$*"#$%85/#'$,:$6 +%$*"#$/+%.'($

'#)'#0#%*.*+,%$,:$$B
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How to find a large prime

'"0"()

B 9 '.%6,5J66?BY

8&)*, +0['+5#?BBY

! ['+5.1+*($*#0*0$-+$&+) *'($*,$:.&*,'$*"#$%85/#'$8%6#'$*#0*

! :58B*B/9/=,/"$:5/(*9/,@$,!=, ?E,1,9.(VE*'.00#%>$\+11#'VL./+%B$

),1(%,5+.1$+%$,+%$&

! ,5+!$:5/(*9/,@$,!=, ?J?%;AB$+%$A@@ABB

J%$.9#'.4#$?1,4$7B]A$,66$%85/#'0$580*$/#$*#0*#6$

/#:,'#$.$)'+5#$B F$7 &.%$/#$:,8%6

! =+9#%$$>$+ &.%$/#$&,5)8*#6$#::+&+#%*1($/($5#.%0$,:$*"#$#3*#%6#6$

P8&1+6$.14,'+*"5

! 7*$:,11,20$*".*$-#(0$&.%$/#$4#%#'.*#6$#::+&+#%*1($?),1(*+5#B
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Factoring

! OJPGLQRST<$=+9#%$( U$@>$:+%6$+*0$)'+5#$:.&*,'+^.*+,%Y$*".*$+0>$2'+*#$$$

2"#'#$0) .'#$).+'2+0#$6+0*+%&*$)'+5#0$.%6$#.&"$$) : 62

! D'*1(,*)#$)".)*&%$V.<$E(/)+'*&%< _#&+6+%4$2"#*"#'$.%$+%*#4#'$+0$&,5),0+*#$,'$

)'+5#$0##50$*,$/#>$+%$4#%#'.1>$58&"$#.0+#'$*".%$*"#$:.&*,'+%4$)',/1#5

! O(/)+'*&%$(,%+'*)H1.

! I'8*#$:,'&#

! E)#&+.1$)8'),0#

! =#%#'.1$)8'),0#

! P11+)*+&$C8'9#

! `.&*,'+%4$,%$a8.%*85$C,5)8*#'$
?:,'$*"#$5,5#%*$,%1($.$*"#,'#*"+&.1$&,%0*'8&*B

2 ; A

; A

0
! ! !

0
. : : :
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Factoring algorithms

! W'8)"$O+'/"

! M%:#.0+/1#$+:$. 1.'4#$.%6$;);S;W;

! T"&"'(,$08'0+."
! *"#$'8%%+%4$*+5#0$6#)#%6$0,1#1($,%$*"#$0+^#$,:$.

! a8.6'.*+&$0+#9#

! =#%#'.1$%85/#'$:+#16$0+#9#$

! X0"/*(,$08'0+."
! *"#$'8%%+%4$*+5#0$6#)#%6$,%$&#'*.+%$)',)#'*+#0$,:$. ?1#.6$*,$*"#$+%*',68&*+,%$,:$.)'+&%$

0'*1".B

! !'+.1$6+9+0+,%

! [,11.'6K0$'",$.14,'+*"5

! [,11.'6K0$:$. ;$.14,'+*"5

! >,,*0)*/$/8'V"$(,%+'*)H1
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Running times

!'+.1$6+9+0+,%X / 0O n

a8.6'.*+&$0+#9#X
/ 0 / 0/ 0/ 0<ln ln lnn n

O e

=#%#'.1$%85/#'$:+#16$0+#9#X
/ 0 / 0/ 03 4

) <5 6
7 8

3 4
5 6
7 8

23
1 .9 2 3 ln ln lnn n

O e
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Security of RSA

GH"$QXJ$D'+9,"1$4QXJD7

! C>ORSRGRLS<$GH"$QXJ$D'+9,"1 ?QXJDBX$'#&,9#'+%4$)1.+%*#3*$(

:',5$&+)"#'*#3*$">$4+9#%$*"#$)8/1+&$+%:,'5.*+,%$?.>$!B

! OJPG<$QXJD$-> OJPGLQRST

! `HC!JL7b=$+0$.*$1#.0*$.0$6+::+&81*$.0$LEH[$,'>$#W8+9.1#%*1(>$

! LEH[$+0$%,*$".'6#'$*".%$`HC!JL7b=

! 7*$+0$2+6#1($/#1+#9#6$*".*$*"#$LEH$.%6$*"#$+%*#4#'$:.&*,'+^.*+,%$

)',/1#50$.'#$&,5)8*.*+,%.11($#W8+9.1#%*>$.1*",84"$%,$)',,:$,:$

*"+0$+0$-%,2%<
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Security of RSA

$%&'#()*+#,-.#/0*.1-)#23-45*30.!

! H$),00+/1#$2.($*,$6#&'()*$* 3$#$ 1+-$( +0$*,$&,5)8*#$*"#$$5)H$

'++) ,:$"

! C,5)8*+%4$*"#$!V*"$',,*$+0$.$&,5)8*.*+,%.11($#.0($)',/1#5$

+::$. +0$)'+5#

! 7:$. +0$%,*$)'+5#$*"#$)',/1#5$,:$&,5)8*+%4$*"#$

!V*"$',,*$+0$!?+/C*9!.,$*,$:.&*,'+%4
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Security of RSA

Q",()*+&.H*0$9")Y""&$O(/)+'*&%$(&-$)+)(,,#$9'"(I*&%$

QXJ

! J$0+..*9,"$Y(#$)+$/+10,")",#$9'"(I$QXJ$*.$)+$-*./+V"'$

=4(7

! P+108)*&%$=4(7 *.$/+108)()*+&(,,#$":8*V(,"&)$)+$

E(/)+'*&%$(

! =+9#%$0 .%6$:>$0<*<$(/901>$&,5)8*+%4$=4&7 +0$+55#6+.*#<

! U#*$=?.B$/#$4+9#%<$$

`',5$=?%B$S$?)V;B?WV;B$S$%$" ?)OWB$O$;>$6#*#'5+%#$Z6 3$40K:7<$

`',5$?)$" WBA S$?)$O$WBA " G%>$+<#<>$?)$" WB?)OWB$S$?)$O$WBA " G%>$

6#*#'5+%#$ZM 3$40$6 :7<$$

`+%.11(>$0$3$4Z6$K$ZM7[M .%6$:$3$4Z6$6 ZM7[M<
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Security of RSA

! J$0+..*9,"$Y(#$)+$/+10,")",#$9'"(I$QXJ$*.$(&$"ZH(8.)*V"$

())(/I$)+$)H"$0'*V()"$I"#$+

! !"+0$.**.&-$&,816$/#$5,'#$6+::+&81*$*".%$:.&*,'+%4$/#&.80#>$

.&&,'6+%4$*,$*"#$&",+&#$:,'$$2$+ &.%$/#$58&"$4'#.*#'$*".%$0

.%6$1<
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Security of RSA: relation to factoring

! GH"$0'+9,"1 +E /+108)*&% )H"$QXJ$-"/'#0)*+& "Z0+&"&) +

E'+1 )H"$089,*/$I"#$4(?/$7$(&-$)H"$0'+9,"1 +E E(/)+'*&%$( ('"$

/+108)()*+&(,,# ":8*V(,"&)

! 7: *"#$.69#'0.'( &,816 0,5#",2 :.&*,' (>$*"#% "# &,816 08/0#W8#%*1(

&,5)8*# *"#$)'+9.*#$-#($+ #::+&+#%*1(

! 7: *"#$.69#'0.'( &,816 0,5#",2 &,5)8*# +>$*"#% +* &,816 08/0#W8#%*1(

:.&*,' ( #::+&+#%*1(
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Adaptive chosen-ciphertext attack

! A chosen-ciphertext attack is one where the adversary 

selects the ciphertext and is then given the corresponding 

plaintext. 

! One way to mount such an attack is for the adversary to gain access 

to the equipment used for decryption (but not the decryption key, 

which may be securely embedded in the equipment). The objective 

is then to be able, without access to such equipment, to deduce the 

plaintext from (different) ciphertext.

! An adaptive chosen-ciphertext attack is a chosen-

ciphertext attack where the choice of ciphertext may depend 

on the plaintext received from previous requests
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Adaptive chosen-ciphertext attack

Homomorphic property of RSA

! Let m1 and m2 two plaintext messages

! Let c1 and c2 their respective encryptions

! Observe that

/ 0 / 0+ +
1 2 1 2 1 2

m o d
e e e

m m m m c c n

! In other words, the ciphertext of the product is

equal to the product of the ciphertexts
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An adaptive chosen-!"#$%&'%(')*''*!+),

! Bob decrypts ciphertext except a given 

ciphertext c

! Mr Lou Cipher wants to determine the 

ciphertext corresponding to c

! Mr Lou Cipher selects x, gcd(x, n) =1, at random and sends 

Bob the quantity m o d
ec c x n2

c

! Bob decrypts it, producing / 0 / 0m o d
d d e dm c c x m x n2 2 2

! Mr Lou Cipher determine m by computing
1

m o dm m x n.
2

!"#$%& on the homomorphic property of RSA

The attack can be contrasted by imposing structural constraints on m
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Hybrid systems

! !"#$%&''()*+,#,+-.(*#+%#%/01(,)#)2#).(#

,.2%("3-4$+")(5#$))$,6

! !"#$%&''()*+,#,+-.(*#+%#).*((#2*7(*%#28#'$9"+)/7(#

%42:(*#).$"#$#%&''()*+,#,+-.(*

).(*(82*(

! !"#$%&''()*+,#,+-.(*#+%#28)("#/%(7#+"#,2"1/",)+2"#

:+).#$#%&''()*+,#2"(#%2#-*27/,+"9#$"#.&0*+7#%&%)('
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Hybrid systems

/ 0 / 0,
B a b

e a b K
E K E F

! ;+4(#;#+%#(",*&-)(7#:+).#$#%&''()*+,#,+-.(*

! <(%%+2"#6(&#+%#(",*&-)(7#:+).#$"#$%&''()*+,#,+-.(*

! !4+,(#"((7%#$"#$/).(")+, "#$%&#'&(#)*+&$,)-."&/0%

!4+,(#,2"8+7(")+$44&#%("7%#=20#$#8+4(#;
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RSA IN PRACTICE

The RSA cryptosystem

Network Security 28



! Gianluca DiniNetwork Security 29

RSA in practice

! @A5/)!/!%3!&"(&)"44B/!4,C$-/&'"(/!B##$&-)*/$(*-B0&),(

! LEH$+0$80#6$:,'$*"#$*'.%0),'*$,:$0(55#*'+&V-#(0$.%6$:,'$*"#$#%&'()*+,%$

,:$05.11$W8.%*+*+#0

! @$*,##$(+$+/!)D$/,E/&'$/#,+%4%!

! c;A$/+*X$5.'4+%.1$0#&8'+*(

! def$/+*X$'#&,55#%6#6$

! ;@AG$/+*X$1,%4V*#'5$0#&8'+*(
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RSA in practice

A$4$*&)(./0-)#$!/0/"(+/1

! 0 .%6$1 0",816$/#$0#1#&*#6$0,$*".*$:.&*,'+%4$

(/9/01 +0$&,5)8*.*+,%.11($+%:#.0+/1#>$*"#'#:,'#

! 0 .%6$1 0",816$/#$!%EE)*)$(&4B/4"-.$ .%6$./,8*$*"#$

!"#$/3)&4$(.'& ?*,$.9,+6$*"#$#11+)*+&$&8'9#$:.&*,'+%4$

.14,'+*"5B

! 0/. 1/!',%4+/3$/(,&/&,,/!#"44
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RSA in practice

! >Z0+&"&) e .H+8,- 9" .1(,, +'$Y*)H ($.1(,, &819"' +E 6F.

! $ 3$N
g;$5,681.'$581*+)1+&.*+,% O$;$5,681.'$0W8.'+%4h

=+BD!", ,8 =(*99 !."5@:,/8. !7:8.!., *,,*"0

! "$3$M6=$K$6 4O"'1()F.$&819"'7$
g;$5,681.'$581*+)1+&.*+,% O$;e$5,681.'$0W8.'+%40h

5!=/=,*., ,8 =(*99 !."5@:,/8. !7:8.!., *,,*"0=

! C"/'#0)*+& "Z0+&"&) d .H+8,- 9" '+8%H,# )H"$.(1" .*\" (. n
! J*"#'2+0#>$+: d +0 05.11>$+* &,816 /# ),00+/1# *, ,/*.+% d :',5 *"#$)8/1+&$

+%:,'5.*+,%$(n, e) ,'$:',5 .$/'8*#$:,'&# .**.&-

! Gianluca Dini

WELL KNOWN ATTACKS 

AGAINST RSA

The RSA Cryptosystem
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Common modulus attack

n

(n, e1) (n, e5)(n, e2) (n, e3) (n, e4)

!Mr Lou Cipher can efficiently 

factor n from d5 and then

! compute all di
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Small message space attack

The adversary encrypts all possible bids (232) until he finds an 

offer > such that Ee(>) + c

Thus, the adversary sends a bid containing the minimal offer to 

win the auction: >? = > + 1

Salting is a solution

A, c "#$%&'())*+,-.#/0&$-1)2-3-4(5-)6
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Chinese Remainder Theorem

E8)),0#$*".*$m1, m2!"#!"mr .'#$).+'$2+0#$'#1.*+9#1($)'+5#$

),0+*+9#$+%*#4#'0>$.%6$08)),0#$*".*$a1, a2!"#$r .'#$

+%*#4#'0<$!"#%$*"#$0(0*#5$,:$&,%4'8#%&#K0$x + ai mod mi

(1 - i - r) ".0$.$8%+W8#$0,18*+,%$5,681,$M = 
m1)m2)")mr 2"+&"$+0$4+9#%$/(

;

;

5 , 6

2 " # '# $ $. % 6 $ 5 , 6 $ :, ' $;

5

/ / /

/

/ / / /

/

7 * E @ E

E
E @ E ( / 5

(

2

.

2

2 2 - -

@
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CRT optimization for performance

! G(.I

! N#$".9#$*,$&,5)8*#$# 3$*+ 41+-$(7

! O(/).

! O(/)$6<$CL!$.11,20$80$*,$&,5)8*#$F 1+-$01 :',5$F 1+-$0 .%6$F

1+-$1<

! O(/)$M#$%&''()$*)+,-'./$'0)1+),$/'-')/$'0-'$"066 1+-$0 3$6<
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CRT optimization for performance

! J,%+'*)H1

! C,5)8*#$#6 3$*+ 41+-$07 .%6$#M 3$*+ 41+-$17<$

! I($O(/)$M>$&,5)8*#$16 3$/-$1+-$066 41+-$07 .%6$1M 3$/-$1+-$:66$41+-$

:7<

! M0+%4$CL!$?`.&*$;B$&,5)8*#$

! *& S$?"; 5,6$:Y$*A S$:"; 5,6$?

! ($6$*&(&?$F$*G(G:

! J-V(&)(%"

! 76 3$*+ 41+-$07 3 / 4-$1+-$0$6 67 41+-$07>$2"+1#$+ +0$,%$8 /+*0>$066 +0$,%$

I[M /+*0<$!"80>$581*+)1+&.*+,%$*.-#0$L4IM[]7
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A fault-injection attack

! G'$/E"%4&H)(I$*&),(/"&&"*8/$F04,)&!/"(/@A5/)#04$#$(&"&),(/

C)&'/J@GK

! GH"$())(/I
! C.80#$.%$HY$E(8,) 2"+1#$&,5)8*+%4$16 2"+&"$)',68&#0$1?6 .%6$*"80

1? 3$(61?6:K$(M1M0

! 7*$:,11,20$*".*$1.1? 3$(641?6$.167:

! !"80>$%/-41.1? 2$&7$3$:$2"+&"$&.%$/#$#::+&+#%*1($&,5)8*#6$2+*"$*"#$

234(&5)./$-(61+&'0,

! D'(/)*/(,$/+&.*-"'()*+&.
! /(8.*&%$HY$E(8,)X$*.5)#'$2+*"$&,5)8*+%4$&+'&8+*'(

! ./"&('*+X$#5/#66#6$0(0*#50>$0'B!)*"4/0,!!$!!),(

! /+8&)"'1"(.8'".X$&"#&-+%4$'#081*0$?:!5H85(*."!B
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RSA: low exponent attack

(n1, 3)

(n2, 3)

(n3, 3)

ci = m3 mod ni

c1

c2

c3

1 1

2 2

3 3

m o d

m o d

m o d

x c n

x c n

x c n

+A
B

+C
B +D

! 7:$.;>$.A #6$.D .'#$).+'2+0#$&,)'+5#>$

80#$CL!$*,$:+%6$3$S$(D 5,6$.;.A.D

! )=$( F$.+$/($LEH$#%&'()*+,%$

6#:+%+*+,%$*"#%

! (D F$.;.A.D>$*"#%$7 S$(D

! !"80$.%$#.9#06',))#'$'#&,9#'0$(

/($&,5)8*+%4$*"#$+%*#4#'$&8/#$',,*$

,:$3
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Other asymmetric cryptosystems

C*./'")"$^+%('*)H1$X#.)"1.

! U#*$: /#$.$)'+5#>$? .$)'+5#$6+9+0,'$,:$:!;$.%6$I$g;>$:";h$

".0$,'6#'$W

! U#*$7 /#$*"#$:5/C*,!$0!@ 0#1#&*#6$.*$'.%6,5$:',5$g;>$?";h

! U#*$@ /#$*"#$&,''#0),%6+%4$:+B9/"$0!@ @ S$I7 5,6$:

! C*./'")"$^+%('*)H1$D'+9,"1$4C^D7

! =+9#%$?:>$?>$IB$.%6$@>$6#*#'5+%#$7
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ElGamal encryption scheme

! >&/'#0)*+&

! 0#1#&*$8 '.%6,51(

! *6 3 .8 1+-$0>$/M 3$#)#I 1+-$0

! 0#%6$4/62$/M7 *,$'#&+)+#%*

! C"/'#0)*+&

! /6
Z 3$.8F 1+- 0 3$B8 1+-$0

! # 3$*M)B68 1+-$0

! X"/8'*)#
! H%$.69#'0.'($%##60$#I 1+-$0<$!"#$*.0-$,:$&.1&81.*+%4$#I 1+-$0$:',5$4%2$02$:7

.%6$# +0$#W8+9.1#%*$*,$C_D .%6$*"80$3"!$+/,%$C^D +%$ !:
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ElGamal in practice

! ['+5#$: .%6$4#%#'.*,'$I &.%$/#$&,55,%$0(0*#5V2+6#

! ['+5#$: 0+^#

! c;AV/+*X$5.'4+%.1

! defV/+*X$'#&,55#%6#6$

! ;@AGV/+*$,'$1.'4#'X$1,%4V*#'5

! P::+&+#%&(

! P%&'()*+,%$'#W8+'#0$*2,$5,681.'$#3),%#%*+.*+,%0$

! \#00.4#$#3).%0+,%$/($.$:.&*,'$,:$A

! E#&8'+*(

! _+::#'#%*$'.%6,5$+%*#4#'0$-$580*$/#$80#6$:,'$6+::#'#%*$5#00.4#0
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Ellyptic Curve Cryptography

! U#*$: .%6$,":

! U#*$J /#$.%$#11+)*+&$&8'9#$6#:+%#6$/($$

@A S$7D O$*7 O$B ?5,6$:B$2"#'#$*>$B $": .%6$G*DOAdBAE@

! P3.5)1#<$PX$@A S$7D O$A7 O$G$?5,6$:B

! !"#$0#*$,:$),+%*0$J?":B$2+*"$:8/.,$*,$/.H/./,@ F :,'50$.%$

.66+*+9#$./#1+.%$4',8)
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Ellyptic Curve Cryptography

! U#*$K ".9#$,'6#'$( *"#%$*"#$&(&1+&$08/4',8)$4#%#'.*#6$/($>

+0$,GF!"#$"%#$&$"'(") ;=>H

! 0>$7>$> .%6$%$.'#$*"#$:+B9/"$:*5*(!,!5=

! ['+9.*#$-#($+ +0$0#1#&*#6$.*$'.%6,5$+%$g;>$.";h

! [8/1+&$-#($+0$L/9+>
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Ellyptic Curve Cryptography

! P%&'()*+,%

! H$5#00.4#$# +0$'#)'#0#%*#6$.0$.$),+%*$M

! J6 3 8>`$JM 3$M K$8L

! 0#%6$4J6`$JM7 *,$'#&+)+#%*

! _#&'()*+,%

! +J6 3$+48>7$3$8L

! M 3$JM 6 +J6

! E#&8'+*(

! !"#$*.0-$,:$&,5)8*+%4$0L :',5$*"#$6,5.+%$).'.5#*#'0>$L>$.%6$

J638>>$+0$*"#$>PC_D
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Comparison among crypto-systems

E#&8'+*($1#9#1$?/+*0B

f@

?Ei7[jHCiB

;;A

?D_PEB

;Af

?HPE$05.11B

;kA

?HPE$5#6+85B

Ace

?HPE$1.'4#B

_U$).'.5#*#'$W

PC$).'.5#*#'$%
;e@ AAG Ace DfG c;A

LEH$5,68180$%

_U$5,68180$)
;@AG A@Gf D@dA f;kA ;cDe@

! ['+9.*#$-#($,)#'.*+,%0$.'#$5,'#$#::+&+#%*$+%$PC$*".%$+%$_U$,'$LEH

! [8/1+&$-#($,)#'.*+,%0$.'#$5,'#$#::+&+#%*$+%$LEH$*".%$PC$,'$_U$+:$05.11$#3),%#%*$! +0$

0#1#&*#6$:,'$LEH


