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184 Chapter 7. Inter-provider Roaming within GSM and UMTS

7.1 GSM Inter-Provider Roaming

7.1.1 System Model

In a GSM network, a mobile device is connected to a visited network1 via a radio link
to a particular Base Transceiver Station (BTS). Multiple BTSs are connected to a Base
Station Controller (BSC) and multiple BSCs are controlled by a Mobile Switching Center
(MSC). A BSC, together with the BTSs connected to it, is also referred to as a Base
Station Subsystem (BSS) or GSM EDGE Radio Access Network (GERAN). Each MSC has
access to a Visitor Location Register (VLR) that keeps track of the location of all Mobile
Devices (MDs) currently connected to the visited network. The Home Location Register
(HLR) in HN keeps track of the location of all MDs that are pre-registered with HN. The
Authentication Center (AuC) stores all security-related information of all pre-registered
users.2 Figure 7.1 describes the GSM network architecture. Moreover, it illustrates the
keys and security mechanisms stored by the network components, which are described in
detail in Section 7.1.2.
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Figure 7.1: System Model and Storage of Security Information

7.1.2 Security Model

GSM supports mobile device authentication as well as encryption of the air interface be-
tween a mobile device and a network access point (BTS). GSM does not support network

1its home network or a foreign network that has a roaming agreement with MD’s home network.
2In our security model we used the term Security Center (SC) instead of AuC.



Security	model	

•  What	is	supported	
– Mobile	device	authen:ca:on	
–  Encryp:on	of	the	air	interface	between	MD	and	BTS	

•  What	it	is	NOT	supported	
–  Network	authen:ca:on	
–  Integrity	

09/05/16	 GMS	and	UMTS	security	 4	



Registra:on	

•  Each	user	(subscriber)	registers	for	a	Home	Provider	
(Network)	

•  HP	associates	the	user	with	IMSI	and	Ki	(128	bit)	
–  IMSI:	Interna:onal	Mobile	Subscriber	Iden:ty	

•  IMSI	and	Ki	are	stored	on	HN’s	AuC	and	SIM	
–  SIM:	Subscriber	Iden:ty	Module	

09/05/16	 GMS	and	UMTS	security	 5	



Security	algorithms	

•  Authen:ca:on	and	Key	agreement	
–  A3:	Authen:ca:on	algorithm	
–  A8:	Key	genera:on	algorithm	
–  Provider	specific	

•  Encryp:on	algorithms	
–  A5/0	(no	encr),	A5/1	(standard),	A5/2	(weaker	that	A5/1),	
A5/3	(similar	to	KASUMI)	

–  A5/0,	A5/1	and	A5/2	are	mandatory	
–  Standardized,	no	provider-specific	

•  Implemented	by	MD	and	BTS	
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GSM	authen:ca:on:	simplified	
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MD                       FN                       HN 
|        REQ, IMSI        |        REQ, IMSI       |  
+––––––––––––––––––––––––->––––––––––––––––––––––––> 
|                         |  RAND, RES, Kc         | 
|                         <––––––––––––––––––––––––+ 
|          RAND           |                        | 
<––––––––––––––––––––––-–-+                        | 
|                         |                        | 
|          RES*           |                        | 
+––––––––––––––––––––––––->                        | 
 
Kc = A8(Ki, RAND) 
RES = A3(Kc, RAND) 
 
 
HN: Home Network; FN: Foreign Network 

if (RES == RES*) 
  return true; 
else return false; 
 

Pre-defined	secure	channel	



Analysis	
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GSM	authen:ca:on	
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Figure 7.2: GSM Authentication, Key Agreement, and Security-Mechanism Negotiation

the encryption was not disabled. In particular, it is unclear what happens if the new BTS
does not support the A5 algorithm used between the source BTS and MD10

10Most networks can be expected to support the same algorithms on every BTS throughout the network,
such that the same algorithm can be used before and after handover. However, e.g. due to a sequential
upgrade of BTSs, this is not necessarily the case.



Nego:a:on	and	policies	

•  Nego:a:on	
– MD	sends	its	security	(encryp:on	capabili:es)	

•  FN	drops	connec:on	if	MD	does	not	enforce	mandatory	
algorithms	

–  FN	chooses	one	of	the	encryp:on	algorithms	and	
acknowledges	its	choice	to	MD	

•  Even	A5/0	or	A5/2	
•  HN	has	non	influence	
•  MD	cannot	enforce	the	use	of	A5/1	or	A5/3	
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Anonimity	

•  In	order	to	protect	anonymity,	IMSI	is	sent	in	the	
clear	over	the	ai	interface	as	rarely	as	possible	

•  Upon	first	connec:on	FN	associates	a	TIMSI	to	MD	
–  Upon	next	connec:on,	MD	presents	its	TIMSI	to	the	FN	
–  If	FN	is	not	able	to	resolve	the	TIMSI,	it	requests	MD	its	
IMSI	and	a	new	TIMSI	is	allocated	
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Intra-provider	roaming	

•  Inter-provider	roaming	always	causes	roaming	
authen:ca:on	

•  This	is	not	the	case	if	MD	is	in	idle-mode	and	moves	
within	the	same	network	

•  Kc	is	moved	to	the	next	BTS	or	MSC,	as	needed	
•  If	encryp:on	between	MD	and	BTS	was	disabled,	it	is	
not	re-enabled	aaer	roaming	to	the	next	BTS	

•  Standard	say	nothing	if	the	next	BTS	does	not	
support	the	A5	alg	chosen	by	the	previous	one	
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Impersona:on	aback	

•  One-dide	MiM	An	abacker	impersonates	a	fake	base	
sta:on	to	MD	
–  The	abacker	makes	MD	to	connect	to	the	fake	base	sta:on	
–  The	abacker	requests	MD	to	turn	encryp:on	off	
–  The	abacker	can	eavesdrop	on	all	mobile	traffic	
–  Unless	the	abacker	cannot	impersonate	MD	to	a	real	
network	as	well,	MD	will	be	unreachable	for	incoming	
traffic	

•  The	abacker	need	Kc!	
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Impersona:on	aback	

•  Two-sided	MiM	An	abacker	can	impersonate	a	MD	
during	authen:ca:on	by	simply	forwarding	the	
authen:ca:on	traffic	
–  It’s	not	easy	for	the	adversary	to	turn	encryp:on	off	
because	of	mandatory	algorithms	

•  The	abacker	succeeds	if	(s)he	knows	that	a	network	
always	uses	A5/0	
–  Actually	the	abacker	can	make	MD	to	connect	to	a	
network	that	disables	encyp:on	
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7.3 UMTS Inter-Provider Roaming

7.3.1 System Model

In a UMTS network, MD is connected to a visited network via a radio link to a particular
base transceiver station, called NodeB in UMTS. Multiple NodeBs are connected to a Radio
Network Controller (RNC) and multiple RNCs are controlled by a Mobile Switching Center
(MSC). The RNCs, together with the NodeBs that are connected to them, are also referred
to as UMTS Terrestrial Radio Access Network (UTRAN). Each MSC has access to a Visited
Location Register (VLR) that keeps track of the location of all MDs currently connected
to the visited network. The Home Location Register (HLR) in HN keeps track of all MDs
that are pre-registered for HN. As in GSM, all security-related information regarding MD is
stored in an AuC. Figure 7.3 illustrates the UMTS system components. Moreover, it shows
the keys and security mechanisms stored by each component. These are explained in detail
in the following section.
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Figure 7.3: UMTS System Model and Security Mechanism Endpoints

7.3.2 Security Model

As opposed to GSM, the UMTS standard supports not only encryption but also integrity
protection. Moreover, the authentication between MD and a visited network is mutual.
The EIPE on the network side does not coincide with the network access point (Node B).
Instead, encryption and integrity protection are implemented in the RNC. An introductory
overview on the UMTS security features can be found in [89]. More detailed information is
provided in [133, 9].



Security	model	

•  Mobile	device	and	visited	network	mutual	
authen:ca:on	

•  Integrity	
•  Encryp:on	of	the	air	interface	between	MD	and	BTS	
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Registra:on	

•  Each	user	(subscriber)	registers	for	a	Home	Provider	
(Network)	

•  HP	associates	the	user	with	IMSI	and	Ku	(128	bit)	
–  IMSI:	Interna:onal	Mobile	Subscriber	Iden:ty	

•  IMSI	and	Ki	are	stored	on	HN’s	AuC	and	SIM	
–  USIM:	Universal	Subscriber	Iden:ty	Module	
–  USIM	implements	crypto-func:ons	f1,	f2,	f3,	f4,	f5	
(MILENAGE)	

–  These	func:ons	are	provider-dependent	
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Confiden:ality	and	integrity	
•  End-to-end	confiden:ality	and	integrity	between	MD	and	

RNC	
–  Encryp:on	and	integrity	algorithms	are	implemented	on	the	MD	

•  No	mechanism	to	restrict	Kc	life:me		
•  Encryp:on	

–  Up	to	16	encryp:on	algs	
–  Currently	UEA0	(no	encryp:on)	and	UEA1	(stream	cipher	built	
on	KASUMI)	

•  Integrity	
–  Up	to	16	integrity	algs	
–  Currently	UIA0	built	on	KASUMI	
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UMTS	authen:ca:on:	simplified	
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MD                       FN                         HN 
|  IMSI, sec capabilities |  IMSI, sec capabilities  |  
+––––––––––––––––––––––––->––––––––––––––––––––––––> |                          
|    RAND, AUTN           | RAND, RES, CK, IK, AUTN  | 
<––––––––––––––––––––––––-<––––––––––––––––––––––––-–+ 
|          RES*           |                          | 
+––––––––––––––––––––––––->                          | 
|  <sel algs, sec cap>IK  |                          | 
<––––––––––––––––––––––––-+                          | 
 
Security capabilities 
Selected algorithms 
RES = f2(Ku, RAND) 
CK = f3(Ku, RAND) 
IK = f4(Ku, RAND) 
AUTN = SQN xor f5(Ku, RAND) || AMF || f1(Ku, SQN||AMF) 

if (RES == RES*) 
  return true; 
else return false; 
 

Pre-defined	secure	channel	

MAC	AK	

Verify 
MAC 
 



Analysis	
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UMTS	Authen:ca:on	
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Figure 7.4: UMTS Authentication, Key Agreement, and Security-Mechanism Negotiation



Nego:a:on	and	policies	

•  MD	and	FN	nego:ate	encryp:on-/integrity-algs	

•  Aaer	authen:ca:on	of	MD,	FN	selects	a	pair	of	algs	
– MD	is	mandated	to	implement	no-encryp4on	(UEA0)	
–  Neither	MD	nor	HN	can	enforce	encryp:on	to	be	enabled	

•  UMTS	uses	the	same	TIMSI	mechanism	as	GSM	

•  Intra-provider	roaming	is	similar	to	GSM		
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Impersona:on	aback	
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MD              Adv              FN                        HN 
|  IMSI, secap   |  IMSI, secap’  |                         | 
+-––––––––––––-––>-––––––––––––-––>-––––––––––-––––––––––-––>                          
|             RAND, AUTN          | RAND, RES, CK, IK, AUTN | 
<–––––––––––––––––––––––––––––––-–<–––––––––––––––-–-––––––-+ 
|          RES*                   |                         | 
+–––––––––––––––––––––––––––-––––->                         | 
|  <sel algs>IK                   |                         |                           
<––––––––––––––––––––––––––––––––-+                         | 
 

By	means	of	secap’	the	adversary	could	claim	to	support	only	the	
mandatory	encryp:on	algorithms	(security	capabili:es)	


