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I meccanismi crittografici sono i building block per costruire protocolli e sistemi 

sicuri. 
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The attacker has to take the trusted KO. Otherwise, upon receiving message 

M2 (SYN/ACK), the trusted host would send a RST (Reset command) packet to 

the target host since the trusted host does not know anything of the current 

connection establishment. 
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After a target is chosen the attacker must determine the patterns of trust.  

Figuring out who a host trusts may be or may not be easy.  A 'showmount -e' 

may show where filesystems are exported, and rpcinfo can give out valuable 

information as well. If enough background information is known about the host, 

it should not be too difficult.  If all else fails, trying neighboring IP addresses in a 

brute force effort may be a viable option. 
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The trusted host can be disabled by means of a SYN flooding attack. 

Even in this case, the attacker must use a spoofed address. Otherwise, this host 

would receive a SYN/HOST from the target host and send a RST packet, thus 

foiling the attack. 
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After the attacker has estimated ISN, she immediately proceeds to the next phase 

of the attack (if another TCP connection were to arrive on any port of the target 

before the attacker was able to continue the attack, the ISN predicted by the 

attacker would be off by 64,000 of what was predicted).        

PREDICTED ISN and THE SLIDING WINDOW MECHANISM 

When the spoofed segment makes it's way to the target, several different things 

may happen depending on the accuracy of the attacker's prediction:  

•If the sequence number is EXACTLY where the receiving TCP expects it to be, 

the incoming data will be placed on the next available position in the receive 

buffer. 

•If the sequence number is LESS than the expected value the data byte is 

considered a retransmission, and is discarded. 

•If the sequence number is GREATER than the expected value but still within the 

bounds of the receive window, the data byte is considered to be a future byte, and 

is held by TCP, pending the arrival of the other missing bytes.  If a segment 

arrives with a sequence number GREATER than the expected value and NOT 

within the bounds of the receive window the segment is dropped, and TCP will 

send a segment back with the *expected* sequence number. 
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